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Abstract

Fuzzy private set intersection (PSI) enables two parties to identify
approximately matching elements between their input sets, where
two elements are considered a match if their distance is at most a
threshold § under a given metric. Although substantial progress has
been made, existing constructions for general Minkowski distances
either rely on strong two-sided geometric separation assumptions
or incur substantial overhead under one-sided assumptions.

In this work, we present the first concretely efficient fuzzy PSI
protocols for general Lyc[1,c0] distances under one-sided assump-
tions, relying solely on lightweight symmetric-key primitives. Our
constructions support both sender-sided and receiver-sided settings.
We further study sparser input distributions and present more effi-
cient protocols tailored to this case. To reduce the overhead scaling
with §, we non-trivially incorporate prefix trie techniques into
our protocols, achieving O(log §) complexity for general Lye[1,c0]
distances for the first time, improving upon O((log §)) or O(5)
complexities of prior works.

Extensive experiments, across a wide range of parameter set-
tings, show that our protocols significantly outperform prior works
under the same assumptions. Specifically, against van Baarsen and
Pu (EUROCRYPT’24), our protocols achieve up to 239x faster com-
putation and up to 20X lower communication. Against Dang et al.
(CCS’25), we achieve up to 518x speedup and up to 63X communi-
cation reduction. Against Bui et al. (ASITACRYPT 25), we achieve up
to 4818X% faster computation and up to 282X lower communication.
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1 Introduction

Standard private set intersection (PSI) [8, 11, 12, 16, 18, 19, 22, 25,
26, 28, 33] has been studied for decades, with significant progress
made in both efficiency and scalability. It enables two parties to
compute their common elements without revealing any information
about non-matching ones. PSI has found applications in contact
tracing [19, 33], ad conversion measurement [18], and others [1,
20]. However, its exact-matching requirement limits applicability
in settings where data are inherently noisy or imprecise, such as
biometric identification or location services.

Fuzzy PSI [6, 10, 13-15, 27, 30-32, 34, 35] generalizes this func-
tionality to support approximate matching. Specifically, in a d-
dimensional space, let the sender hold a set Q = {qy,...,qm} and
the receiver hold a set W = {wy, ..., w,}. Fuzzy PSI outputs to the
receiver all elements g € Q for which there exists somew € W
satisfying dist(q,w) < J, where ¢ is the matching threshold and
dist(, -) denotes a predefined distance metric, e.g., general Lpe[1,00]
distances.

To ensure practical efficiency, most existing fuzzy PSI protocols
rely on geometric separation assumptions over the input sets. These
works can be broadly divided into two categories based on the
underlying assumptions: one-sided and two-sided. Protocols based
on two-sided assumptions [10, 13, 31, 32, 34, 35] generally achieve
better efficiency. For example, under the assumption that points
held by both the sender and receiver are pairwise separated by
at least 26 or 49, the state-of-the-art construction [32] realizes
concretely efficient fuzzy PSI using lightweight OPRF. However,
such two-sided assumptions may be unrealistic in practice and can
limit its applicability to real-world scenarios.

To relax these constraints, recent works [6, 10, 14, 31] have
proposed fuzzy PSI protocols under one-sided assumptions, where
only one party’s inputs are required to satisfy certain assumptions
while the other party may hold arbitrary inputs. However, existing
constructions either rely on heavyweight cryptographic primitives
(e.g., AHE [23, 24]) or do not support general Lyc[1,c] distances.
Specifically, van Baarsen and Pu [31], later improved by Dang et
al. [10], proposed the first fuzzy PSI protocols for general Lye[1,c0]
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distances using AHE. Concurrently, another line of work [6, 14]
achieves fuzzy PSI using symmetric-key techniques (e.g., function
secret sharing [4, 5]), but supports only the L., distance.

Moreover, these works incur undesirable asymptotic communi-
cation and computation overhead in the distance threshold 8. The
protocol of [31] scales linearly as O(8), while the constructions
in [6, 10, 14] incur computation or communication complexity of
O((log 5)%). Consequently, the efficiency of these protocols deteri-
orates with larger 6, particularly in real-world applications where
0 represents a normalized integer of some high-precision floating-
point value and may thus be large.

In summary, existing works for general Lyc[1] distances ei-
ther (1) rely on strong geometric separation assumptions on both
parties’ inputs, or (2) incur substantial computation and communi-
cation overhead under one-sided assumptions. Motivated by these
limitations, we raise the following question:

Can we construct efficient fuzzy PSI protocols for general
Lpe[1,00] distances under one-sided assumptions?

1.1 Our Contributions

To address these limitations, we propose a fuzzy PSI for general
Lpe[1,00] distances with two key features: (1) it operates under
weaker one-sided assumptions (for either sender or receiver), and
(2) it relies solely on lightweight symmetric-key primitives, thus
achieving significant improvements in both communication and
computation efficiency. We summarize our contributions as follows.

(1) General fuzzy PSI under one-sided assumptions. We pro-
pose concretely efficient fuzzy PSI protocols for general Lye[1,00]
distances under one-sided assumptions, relying solely on light-
weight symmetric-key primitives. The core intermediate tech-
niques are efficient protocols for multi-point fuzzy matching,
which support one party holding multiple inputs without im-
posing any assumption. Building on this, we present new con-
structions of fuzzy PSI supporting both the sender-sided and
receiver-sided assumptions.

Logarithmic complexity in threshold §. We non-trivially
incorporate prefix-trie techniques into our protocols. Unlike
prior works that incur superlinear complexity O((log 8)¢), we
design an efficient dimension-by-dimension filtering mecha-

—
)
~

nism to prune the exponential search space. As a result, our

optimized protocol achieves logarithmic complexity O(log J)

in the distance threshold §.
(3) Extension for sparser distributions. We further consider
sparser input distributions under one-sided assumptions and
design more efficient fuzzy PSI protocols tailored to this setting.
The key idea is to reverse the roles of the sender and receiver in
the spatial hashing procedure, which balances their respective
workloads and yields improved concrete performance.
Implementation and evaluation. We implement all proposed
protocols and conduct extensive experiments across a wide
range of parameter settings. Our protocols significantly outper-
form all prior works under assumptions of comparable strength,
achieving one to three orders of magnitude improvement in
efficiency.
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2 Related Work

We introduce related works of fuzzy PSI under one-sided assump-
tions and defer other works to Appendix D. Table 1 compares our
protocols with prior works in terms of techniques, assumptions,
and asymptotic complexity.

Specifically, Garimella et al. [15] proposed the first fuzzy PSI
protocol for L., distance, using a customized scheme of Function
Secret Sharing (FSS) [4, 5] to test whether the sender’s points fall
within the receiver’s §-radius L, balls. Their construction requires
the receiver’s balls to be disjoint, while the sender’s points could
be arbitrary. Depending on the distances between the ball centers,
they consider different settings, but the computational complex-
ity remains O(8%) in all cases. Following works [6, 14] improved
upon this via prefix trie optimizations, reducing the complexity to
O((log 6)%) for both communication and computation. These two
constructions rely on the mini-universe assumption, under which
each ball maps uniquely to a distinct vertex of the space and the
sender’s points remain unconstrained. A common limitation of this
line of work [6, 14, 15] is that it supports only L; and L., distances,
with no known efficient instantiation for general L, distances.

Subsequently, van Baarsen and Pu [31] studied fuzzy PSI under
the one-sided 25-apart assumption, where only the receiver’s points
are required to be at least 25 apart from each other. Their construc-
tion is built on a DDH-based set membership test, achieving O(J)
complexity in threshold 8. To support arbitrary L, distances, they
require a stronger 46-apart assumption, and the overhead scales
as O(6?) since the sender must enumerate all possible p-th power
distances. Similarly, Dang et al. [10] further optimized this construc-
tion via prefix trie techniques under the same 46-apart assumption,
reducing the complexity to O((log §)9).

More recently, Richardson et al. [30] and Piske et al. [27] pro-
posed fuzzy PSI protocols based on symmetric-key techniques under
the disjoint hash assumption, which requires each point to map to
a unique representation. In particular, Richardson et al. [30] map
elements into bins via spatial hashing and, assuming that each bin
of both parties contains at most one element, compare items within
corresponding bins. However, as illustrated by Piske et al. [27],
their constructions based on Garbled Circuits incur substantial
communication and computational overhead. Subsequently, Piske
et al. [27] introduced more efficient fuzzy PSI protocols based on
a new primitive called distance-aware OT, which transfers values
conditioned on the distance between inputs. However, their theoret-
ical construction under one-sided assumptions additionally leaks
the density of the arbitrarily distributed receiver set and incurs
complexity with an additional multiplicative dependence on this
density. Moreover, their concrete instantiation ultimately relies on
a two-sided assumption, requiring both the sender’s and receiver’s
points to map to unique blocks or cells.

3 Preliminary
3.1 Notation

We use k and A to denote the computational and statistical security
parameters, respectively. We use [a, b] to denote the set {a,...,b}
and [a] to denote the set {1,...,a}. For a set S, |S| denotes its

R . $ . .
cardinality. We write r < F to denote that r is sampled uniformly
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Table 1: Comparisons of existing fuzzy PSI protocols under one-sided assumptions. The sender holds m points and the receiver
holds n points in a d-dimensional space, and  is the distance threshold. Note that our assumptions are either equivalent to or

strictly weaker than existing ones; a detailed analysis is provided in Appendix F.

Metric | Protocol | Technique Assumption Communication Computation -
Sender Receiver
[6] FSS R, mini-universe O(dnlog 8 + m2%(log 6)7) 0(m24(log 5)7) 0((log 6)%n + dmlog 5)
(31] AHE R, 25-apart 0(8dn + 2%m) 0(2%dm) 0(5dn + 2%m)
AHE R, 46-apart 0(62%n + m) O(dm) 0(52%n + m)
L [10] AHE R, 46-apart 0(dlog §(n2% + m)) 0(2%dnlog s + m(log 6)%) O(dmlog )
« [30] GC S*, disj. hash 0O(dlog §(n2° + m29-%)) 029 5dmlog 5) O(2°dnlog 6)
[27] OPRF §*, disj. hash 0(d(5m + 2%n)) O(ddm) 0(d2%n + m)
Ours s0-OPPRF R /S, unique cell 0(d(6n + 27m)) 0(2%dm) 0(d(6n + 27m))
Ours-Px | so-OPPRF R /S, unique cell O(log 5d(n + 27m)) O(log 52%dm) O(log 5d(n + 27m))
Ours | so-OPPRF | R/S, unique block 0(d(m + 82%n)) O(dm) O(d(m + §2%n))
Ours-Px | so-OPPRF | R/S, unique block O(log 6d(2%n + m)) O(log 6dm) O(log 6d(2%n + m))
[31] AHE R,25(d'P + 1)-apart 0(62%n + 6P m) O((d + 6?)m) 0(62%n + m)
[10] AHE R,25(dVP + 1)-apart | O(2%p(dnlog§ + m(log 5)7) + dmlogd) | 0(2%(dpnlogs + m(log 5)%)) | O(m(dplogs + 2%(log §)%))
I [30] GC S*, disj. hash O(dlog(dd)(n2? + m29=%)) O(dm29=°log(dd)) O(dn2° log(dd))
P [27] OPRF S*, disj. hash 0(d(5m + 2%n)) 0(5dm) 0(d2%n + m)
Ours so-OPPRF R /S, unique cell 0(d(6n + 27m) + plog 627m) O((d + plog 8)27m) 0(d(6n + 27m) + plog 52%m)
Ours-Px | so-OPPRF R /S, unique cell O(log 5(dn + 2%dm + 29pm)) O(log 5(2%dm + 2%pm)) O(log 5(dn + 2%dm + 29pm))
Ours s0-OPPRF | R/S, unique block O(d(m + 827n) + plog 5m) O((d + plog 6)m) O(d(m + 829n) + plog dm)
Ours-Px | so-OPPRF | R/S, unique block O(log 6(2%dn + dm + pm)) O(log 6(dm + pm)) O(log 6(2%dn + dm + pm))

- R/S denotes that the set of receiver or sender satisfies the assumption.

- 8* denotes that the protocols of [27, 30] require an additional assumption on the receiver’s inputs to instantiate the concrete protocol.

— Our protocols for sender-sided and receiver-sided assumptions have the same asymptotic complexity when m = n, we report one complexity.

— Mini-universe assumption requires that each L., ball maps uniquely to a distinct mini-universe.

- 26/46-apart means the distance between any two points of the set is at least 26 or 45 apart. 26(d'/P + 1)-apart is the generalization of the 45-apart for L, distances.
- Disj. hash is short for disjoint hash assumption, which means the spatial hashing scheme maps at most one point to the same cell.

- Unique block/unique cell means in spatial hashing, each cell intersects with at most one L., ball and each cell contains at most one point, respectively.

at random from space F. We use 1{event} to denote the indicator
function that equals 1 if event occurs and 0 otherwise. For a value
v, we write o® to indicate that it is held by the receiver, and vS for
the sender. All protocols in this work are proven secure in the semi-
honest model and the formal definition is deferred to Appendix G.1.

3.2 Fuzzy PSI

We formally define the ideal functionality of fuzzy PSI in Figure 1,
following prior works [10, 31, 32]. Given a threshold § and a distance
metric dist(+, -), the functionality takes as input a set from each party
and outputs to the receiver all sender elements within distance §
of some receiver element.

Functionality Fepg

Parameters: Sender S and receiver R with input sizes m, n, respec-
tively. Distance metric dist (-, -) and threshold 8.
Functionality:
(1) Wait for input Q = {q;}je[m] € U™ from S and W =
{Witie[n) € Un from R.
(2) Output {q; | Ji € [n],dist(q}, wi) < 6} to R.

Figure 1: Functionality of fuzzy PSI.

3.3 Spatial Hashing and Assumptions

Spatial Hashing. To avoid the quadratic complexity of naively
comparing every pair of inputs, similar to prior fuzzy PSI under

one-sided assumptions [10, 15, 31, 32], we adopt the spatial hashing
technique, which partitions the space U into cells of side length
28. For a point x, we define two algorithms:

(1) cellys(x) — C maps x to the identifier of the cell containing
it, where C = id ||idz|| - - - ||idg and idy = [;—g] for k € [d].

(2) neighys(x) — {C.},c|2¢) maps x to the set of identifiers of
all 29 cells intersecting the L, ball of radius § centered at x.

mini-universe

[6, 14]
\

j. hash

Section 5 Section 7

[27, 30] —> (unique block
[15 31] l

[10, 13, 31, 32, 34]

[10, 31]

Figure 2: Relationships of existing assumptions. An arrow
indicates the direction from the weaker to the stronger as-
sumption, and a double-headed arrow indicates equivalence.

Assumptions. Our protocols operate under two different one-
sided assumptions: unique cell and unique block. The unique cell
assumption requires that each cell contains at most one point, i.e.,
every point occupies a distinct cell.
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DEFINITION 3.1 (UNIQUE CELL). A set W € U™? satisfies the
unique cell assumption if every cell in spatial hashing contains at
most one pointw € W. In other words, for any two distinct points
w,w € W, cell,s(w) # cellys(w).

The unique block assumption is sparser, requiring that each cell
intersects with at most one L, ball, i.e., every point’s Ly, ball occu-
pies a distinct block of side length 48 comprising 2¢ cells.

DEFINITION 3.2 (UNIQUE BLOCK). A set W € U™ satisfies the
unique block assumption if each cell intersects with at most one L,
ball centered atw € W. In other words, for any two distinct points
w,w’ € W, neigh,s(w) N neigh,s(w’) = 0.

We provide a comparison of existing assumptions in Figure 2. For
clarity, all assumptions are stated with respect to the L, distance;
their relationships extend analogously to general L, distances. No-
tably, all existing assumptions in the literature are either equivalent
to or strictly stronger than the unique cell assumption. We defer
the formal definitions and detailed analysis of these assumptions
to Appendix F.

3.4 Prefix Trie

Chakraborti et al. [7] first introduced the prefix trie technique,
which was subsequently studied and formalized by [6, 10, 14, 32].
Let x = xpx,_1---x; € {0,1} be a binary string. We adopt the
notation of [10]:

o UpBound(xexp—1 -+ xg) = Xpxp—1 - - Xk |[11- -+ 1

e LowBound(xpxp—1 -+ xx) = xpxp—1 - - xx|[00--- 0

e Interval(xexe—1 -+ xk) = {x¢p X lIX" e o111

van Baarsen and Pu [32] further summarized the technique and

gave the following theorem.

THEOREM 3.1 ([32]). Given an integer interval [q—J, q+0] € Zg‘,?”
and a point w € Zye, there are two algorithms with y, i’ = O(log 6):

(1) PxTrie(q — 6,9 + ) — {q1,...,Gu}: The PxTrie algorithm
succinctly encodes the interval [q — 8, q + ] into y prefix nodes
{G1, ..., QF} € ZZ( that cover the entire interval without over-
lap. Specifically, i < 2 + log § when § is a power of 2.

(2) PxPath(w,8) — {wi,...,wy}: The PxPath algorithm ex-
pands each query point w € Zye into a path of prefix nodes
(W1, W) €20,

Then, it holds that w; € {q1, . .

only ifw € [q—6,q+9].

where ji’ := 2 + log é.
.Gy} for some unique t € [y'] if and

For clarity, we assume throughout this paper that § is a power
of 2. We set p to its maximum value, giving p = ' = 2 + log 6. The
output of PxTrie(q — 8, ¢ + J) is always padded to y prefixes using
the default random values. Additionally, we give the following
property: the outputs of PxTrie(-,-) and PxPath(-) share at most
one common element. A formal proof is provided in Appendix G.10.

LEmMa 3.1. Forany pointw € {0, 1} and intervall = [q—6, q+5],
the following holds:

1, ifwel[qg-0d,q+7],

0, otherwise.

|PxPath(w, §) N PxTrie(q — &,q + 8)| = {

Xinpeng Yang et al.

3.5 Oblivious Programmable PRF (with Secret-
shared Outputs)

An oblivious programmable pseudorandom function (OPPRF) [21]
allows the sender to program a pseudorandom function with a
set of key-value pairs. When evaluated at a programmed point,
the receiver obtains the corresponding programmed value directly;
otherwise, it obtains a uniformly random value.

Functionality Fo-opprr

Parameters: Sender S and receiver R with input sizes m, n, respec-
tively.
Functionality:
(1) Wait for input L = {(q;,z;)}je(m) € U X F from S and
X ={xi}ie[n) € U from R.
(2) Sample a random function F : U — F such that F(q) = z for
(¢q,z) € L.
(3) For i € [n], compute y; := F(x;) and sample y‘iS, y? —F
such that y‘iS + y? =y; €F.
(4) Output {y?}ie[,,] and OF to S and {y?}ie[n] to R.

Figure 3: Functionality of oblivious programmable PRF with
secret-shared outputs.

Yang et al. [34] extended the standard OPPRF to support secret-
shared outputs, yielding the so-OPPRF. Rather than revealing the
outputs directly to the receiver, the so-OPPRF splits it into additive
secret shares: when evaluated at a programmed point, both parties
obtain shares of the corresponding programmed value; otherwise,
they obtain uniformly random shares. The so-OPPRF can be effi-
ciently instantiated from a secret-shared oblivious pseudorandom
function (ss-OPRF) [2] and an OKVS. We give the ideal functionality
of so-OPPREF in Figure 3.

3.6 Other Building Blocks

Our protocols additionally rely on several standard functionalities,
including interval test Finterval, private equality test Fgq, secure
comparison Fsscmp, multiplexer Fpmux, and oblivious transfer For.
We defer the formal functionalities to Appendix E.

4 Technical Overview

We first introduce the notation used throughout this overview. Let
S (the sender) hold a set Q = {q;}je[m] of size m, and let R (the
receiver) hold a set W = {w; };c[ ] of size n. Each element is a vector
in a d-dimensional space, i.e., q;,w; € U9, We denote by qjx the k-
th coordinate of vector q;. For clarity, we focus on the L, distance
in this technical overview and detail how to extend to general L,
distances in Section 5.

As shown in Figure 4, our starting point of the following techni-
cal overview is fuzzy matching (Section 4.1), which can be viewed
as a special case of fuzzy PSI in which each party holds a single
element. Then, we show how to extend fuzzy matching to multi-
point fuzzy matching (Section 4.2), where one party holds multiple
points without any assumptions. We identify two possible methods
of multi-point fuzzy matching to achieve fuzzy PSI: 1-to-n fuzzy
matching (the upper part of Figure 4), where the sender holds a
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1-to-n
Fuzzy Matching

m-to-1
Fuzzy Matching

Figure 4: Two approaches to fuzzy PSI, where m is the sender
input size and n is the receiver input size. Both approaches
only impose an assumption on one of the parties.

+ sender-sided

m-to-n
Fuzzy PSI
+ receiver-sided

assumption

s0-OPPRF + EqRand

1-to-1
Fuzzy Matching

so-OPPRF

assumption

single point and the receiver holds n arbitrary points, and m-to-1
fuzzy matching (the lower part of Figure 4), where the receiver
holds a single point and the sender holds m arbitrary points. Finally,
building on multi-point fuzzy matching, we realize fully fledged
fuzzy PSI protocols under sender-sided or receiver-sided assump-
tions (Section 4.3). In addition, we further optimize our fuzzy PSI
protocols using prefix-trie techniques (Section 4.4).

4.1 Revisiting OPPRF-Based Fuzzy Matching

In fuzzy matching, each party holds a single element, denoted by
q and w, respectively. The receiver learns q if dist(q,w) < §, and
learns nothing otherwise.

Recently, van Baarsen and Pu [32] presented the state-of-the-art
fuzzy matching protocol based on OPPRF (see Section 3.5). At a
high level, their key idea is to perform an interval membership
test via OPPREF for each dimension and then aggregate the results
across all dimensions. Concretely, for each dimension k, the sender
samples a uniformly random value s and programs all points in
the interval [gx — &, gk + O] to the same output si. Accordingly, the
receiver then evaluates the programmed PRF at input wy. to obtain
ri for each k € [d]. Finally, the sender sends ¢ ® H(Xc[q] Sk) to
the receiver for an appropriate hash function H, and the receiver
recovers q if and only if Y xc(q) 'k = Xke[q] Sk- This follows because
if dist(q,w) < &, then for every k € [d], we have wy € [qx —
0, qk + 6], implying rp = s by correctness of OPPRF and thus
2ke[d] Tk = Zke[d] Sk- Otherwise, if there exists some k* € [d] such
that wi= € [qi< — &, qx+ + 6], then r= # s+ except with negligible
probability and thus Yc[q 7k # Zike[a) Sk- Their scheme relies
exclusively on symmetric-key operations and achieves substantial
efficiency improvements over prior AHE-based approaches [13, 31].

However, the above construction cannot be extended to the set-
ting where the receiver holds multiple points. For example, suppose
the receiver holds two points w,w’ such that in some dimension k,
both wy, w;_fall within the same interval [gx—3, g +] programmed
by the sender. By the correctness of OPPREF, the receiver will obtain
the same r on these two evaluations. This leads to leakage when
there is no match with g: the receiver can infer that the sender has
encoded an interval covering both wy and wj_ in dimension k. Such
a collision leaks the distribution of the sender’s input. To extend
this OPPRF-based fuzzy matching to fuzzy PSI, where both the
sender and receiver hold multiple points, [32] prevents this leakage
by imposing two-sided assumptions on both parties.

Alternative constructions [10, 31] address the above issue with
expensive AHE, thereby keeping the OPPRF outputs hidden from
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Figure 5: A counterexample for the strawman construction.
In the right case, w;, and w;, share the same x-coordinate and
both fall within the programmed interval of q along the y-
dimension, and are therefore mapped to the same value.

the receiver. In the following, we show how to achieve multi-point
fuzzy matching without relying on heavy public-key primitives.

4.2 Multi-point Fuzzy Matching without
Assumptions

We propose two variants of multi-point fuzzy matching: 1-to-n
fuzzy matching, where the receiver holds n arbitrarily distributed
points, and m-to-1 fuzzy matching, where the sender holds m arbi-
trarily distributed points.

4.2.1 1-to-n Fuzzy Matching. We first introduce our design for the
1-to-n fuzzy matching protocol, in which the receiver holds multiple
arbitrary points without any additional assumptions. To address
the partial-matching leakage arising from individual dimensions
in [32], our key insight is to secret-share the OPPRF output for each
dimension so that neither party learns the OPPRF outputs in the
clear. We instantiate this approach using shared-output OPPRF (so-
OPPREF) [34] (see Section 3.5). Below, we first present a strawman
construction that exhibits subtle privacy leakage, and then show
how to eliminate it using additional techniques.

Strawman Construction. Let the sender hold a single point q
and the receiver hold multiple points W = {w;}c[n]. Similar to [32],
for each dimension k, the sender samples a random s; and programs
the so-OPPRF with key-value pairs {(qx + ¢, 5k)}e[-5,5]- Then, for
eachw; € W and k € [d], the receiver evaluates the so-OPPRF on
input w; &, which outputs shares ri,Sk and rfk to the two parties, re-
spectively. The secret-sharing form avoids the receiver inferring the
sender’s input from OPPRF outputs of some dimensions. After that,
both parties locally aggregate their shares across all dimensions
by computing rl-S = Ykeld] rf,( and r?2 = Ykeld] rzzk, respectively.
Finally, the sender sends all riS and q ® H(X ke[q] Sk) to the receiver
for an appropriate hash function H. The receiver subsequently re-

iR and recovers q if and only if there exists

constructs r; = rlfs +r
some r; = Ye(d] Sk-
Partial-matching Leakage. While the above construction ap-
pears correct, it introduces subtle privacy leakage. Specifically, al-
though the so-OPPRF outputs remain secret-shared in each dimen-

sion, additional information is leaked once the aggregated values r;
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are revealed to the receiver. As illustrated in Figure 5 (right), con-
sider a two-dimensional space in which two distinct receiver points
w;, and w;, share the same x-coordinate and both lie within the pro-
grammed interval of q along the y-coordinate. During the so-OPPRF
evaluation, the two points are mapped to the same random value
for the x-coordinate. Since w;;, and w;, fall within the same pro-
grammed interval along the y-dimension, they are mapped to the
same programmed value as well. Consequently, after reconstruct-
ing from the shares rl?? and rf , the receiver obtains two identical
aggregate values, i.e., r;; = r;,. This collision reveals that there
exists a sender point g that is close to both w;, and w;, in certain
dimensions, even though neither receiver point actually matches q.

The root cause of this leakage is that the aggregated values r;
for non-matching receiver points may coincide, revealing partial
information about the sender’s input. To eliminate this leakage,
we observe that it suffices to re-randomize the secret shares of r;
for non-matching inputs, while leaving those of matching inputs
unchanged to preserve correctness.

Enhance Security. To realize this, we introduce a new building
block called equality-conditional randomization (EqRand), which
randomizes values conditioned on an equality check. Concretely,
it takes two pairs (cy, x1) from the sender and (cz, x2) from the re-
ceiver as input, and outputs random shares (y1, y,) to the respective
parties such that y; + y, = x; + x; if ¢; = ¢p; otherwise, y; + y; is
uniformly random.

It remains to define an appropriate matching condition. To de-
termine whether a receiver point w; matches the sender point g,
we additionally program a zero indicator 0 together with the target
value sy, encoding each key-value pair as 0||sk. If w; matches the
sender point g, it is mapped to 0 in every dimension, so the aggre-
gated indicator remains 0. Otherwise, the aggregated indicator is
uniformly random.

Specifically, the sender programs the so-OPPRF with key-value
pairs' {(kllgk + £, OlIsk)}ke[d] ce[-5,5] and the receiver evaluates

it on each input k||w;; as before. The two parties obtain packed
R
ik
shares of the indicator. They then aggregate these shares across
all dimensions k € [d] to obtain (e, r®) and (e, rS). By the

i i2'i
correctness of so-OPPREF, if w; matches q, then eiR and e;s are the
shares of 0, i.e., eiR + elfs = 0. Otherwise, the shares riR and rlfs must
be re-randomized to prevent collisions. The sender and receiver

therefore invoke EqRand with inputs (—e;g, rl's) and (eiR, riR), using

R (1R S 1,-S : S
shares ei’k||ri’k and ei’k||ri’k, respectively, where e, and e are

the equality eiR = —eis as the matching condition, and obtain fresh
R S
1 1
Consequently, the sender can then send U;S without incurring
leakage, and the receiver reconstructs v; = v;.R + v;s. Finally, as de-
scribed above, the sender masks ¢ under the key s using a one-time
pad, and the receiver attempts to unmask using each v;, recovering

q only when w; matches gq.

shares v;* and v}, respectively.

4.2.2  m-to-1 Fuzzy Matching. This mirrored path leads to a sym-
metric setting, where the sender holds multiple points q; € Q and
the receiver holds a single point w. Since our multi-point fuzzy
matching primitive aims to be assumption-free, directly letting the
!Here, we encode the dimension index k into each key to allow a single so-OPPRF

instance for all dimensions, though it can also be instantiated separately for each
dimension as in [32].
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sender program all its points into the so-OPPREF, as in the 1-to-n
setting, may cause collisions among the key-value pairs. Our key
insight is to switch the roles in the so-OPPRF routine: the sender
evaluates the so-OPPRF instead of programming it.

This role switching yields a more natural construction. A key
difference from the 1-to-n setting is that, for each sender point g,
the two parties obtain secret shares eX and e}s , which are sufficient
to jointly determine whether q; matches the receiver point w. As
a result, the random target value si is no longer needed, and the
receiver only programs the indicator 0.

Concretely, the receiver programs the so-OPPRF with key-value
pairs {(k||wk +1t, 0)}ke[d],te[-5,5] and the sender evaluates it on in-
R and efk,

puts {k||g; k} je[m] ke[d]- The two parties obtain shares e})k

and aggregate them across dimensions to obtain equ = Dlkeld] efk
and e}g = Ykeld] e}?k, By the correctness of so-OPPREF, the sender
point g ; matches the receiver point if and only if ef + e;s =0, equiv-
alently, ef = —e%. Then, transferring matching elements becomes
considerably simpler. The two parties invoke the private equality
test Feq to compare eR and —eS, from which the receiver obtains a
bit b;. If b; = 0, then q; has no match; otherwise, q; matches the
receiver point w. They then invoke For with b; as the selection bit
to transfer q; to the receiver.

A notable advantage of this construction is that, since the target
value sy is eliminated and the shares ej.e and e}g remain private
throughout, no secret value is ever revealed to either party. Conse-
quently, invoking EqRand is unnecessary. This stands in contrast
to the 1-to-n setting in Section 4.2.1, where the aggregated shares
are revealed to the receiver and EqRand is required to prevent the
receiver from observing identical outputs across multiple inputs.

4.3 Fuzzy PSI under One-sided Assumptions

We now turn to the full m-to-n fuzzy PSI construction. Having
established two assumption-free multi-point fuzzy matching proto-
cols in the preceding section, extending each to the m-to-n setting
follows the standard paradigm: imposing a separation assumption
on the single-input party to allow it to program additional points
without collision. To satisfy this requirement, we leverage spatial
hashing techniques [10, 31, 32], partitioning the space into cells of
side length 28 and assuming that each cell contains at most one
point from the single-input party, while the other party’s inputs
remain unconstrained. We refer to this as the unique cell assump-
tion (see Section 3.3). For each point, we define C }9 (resp. CiR) as
the cell identifier of the cell containing q; (resp. w;).

Depending on which party satisfies the unique cell assump-
tion, we distinguish two cases: the sender-sided assumption and
the receiver-sided assumption, each giving rise to a corresponding
m-to-n fuzzy PSI construction.

Sender-sided unique cell assumption. In this case, each cell
contains at most one sender point. Each sender point g is therefore
associated with a unique cell identifier C ]S = cellys(q;), which the
sender concatenates with its programmed keys to build the key-
value pairs as {(C;*|kllgjx +1, Olls;x)} je[m] ke[d}.re[-5.,5]> ensuring
that no two key-value pairs collide. Accordingly, as mentioned
in [31, 32], the receiver is supposed to evaluate the so-OPPRF at in-
puts {Ci§||k||wi,k}ie[n],ke[d],ze[zd] to maintain correctness, where
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{Cﬁ}ze[zd] = neigh,s(w;) (see Section 3.3) denotes the identifiers
of all neighboring cells for w;. This is because two mutually match-
ing points do not necessarily reside in the same cell; they may
also fall into neighboring cells. Then, after evaluation, the two par-
ties obtain packed shares eZ"k,ZHrZek!Z and efk‘ZHrfk’z, respectively.
The remaining steps follow the same process in multi-point fuzzy
matching. For the detailed construction, we refer the reader to
Section 5.2.

Receiver-sided unique cell assumption. In this case, each cell
contains at most one receiver point. Symmetrically, the receiver con-
catenates the cell identifier C;R with its programmed keys to form
the key-value pairs {(CiR||k||wi,k + 1, 0)}ic[n]ke[d],te[-5,5], ENSUL-
ing collision-freedom. The sender then evaluates the so-OPPRF at
inputs {Cj",sz”k”qj,k}je[m],ke[d],ze[zd]’ where {C}’Sz}ze[zd] denotes
all candidate cell identifiers for q;. Then, after evaluation, the two
parties obtain shares efk)z and efk’z,
steps also follow the same process in multi-point fuzzy matching.
For the detailed construction, we refer the reader to Section 5.3.

respectively. The remaining

4.4 Optimizations from Prefix Trie Techniques
without Superlinear Overhead

In this section, we describe how to non-trivially incorporate prefix-
trie techniques [10, 32] into our protocol to achieve O(log §) com-
plexity in &, in contrast to the superlinear O((log 5)?) complexity
incurred by prior works [10, 32]. For clarity, we focus on the con-
struction under the receiver-sided assumption; the sender-sided
case follows analogously and is deferred to Appendix I.1.

Dang et al. [10] and van Baarsen and Pu [32] introduced an
optimization that represents each interval [w; — &, w; + 6] via
1 = O(log 8) prefixes, reducing the number of programmed points
from O(J) to O(log d). As a trade-off, however, the sender must
evaluate the OPPRF along all y prefix paths of g, to maintain
correctness, obtaining outputs {e; x »}re[,]- For each dimension k,
since the sender has no knowledge of which prefix is valid, it must
exhaustively search all combinations Y icjq; €jkn, for he € [p]
and compare each against the target value, yielding a complexity?
of O((log 8)9) (or O((21og 8)) for L, distance [10]).

Dimension-by-dimension Filtering. Our key observation is
that, for each dimension, at most one prefix can match the target
interval, rendering all other prefixes unnecessary. This allows both
parties to prune the search space on a per-dimension basis by dis-
carding non-matching prefixes, rather than enumerating all prefix
combinations across dimensions as in [10, 32]. Since the exponential
blowup in prior works arises precisely from taking the Cartesian
product of per-dimension prefix sets, retaining only one candidate
prefix per dimension collapses the search space from O((log §)¢)
combinations to O(d - log 9).

Specifically, we denote the prefixes of the interval centered at w; ¢
as {Wiknthe[u) = PxTrie(wix — 8, wik + ), and the prefix paths of
qjk as {qjkn}heu] = PxPath(gj, ), where u = O(log §) denotes
the number of prefixes. The sender evaluates the so-OPPRF at

inputs C ]Sz lkllg ;. n, and the parties obtain shares efk,z’ , and efk’z)h.

2This can be reduced to O( (log §)%/?) via the meet-in-the-middle technique, but the
complexity still grows rapidly for large &.
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According to Lemma 3.1, if g & falls within [w;x — &, w; + 3], there

: R S —
exists exactly one h* € [p] such that € kon T € kan = 0.
To extract this unique index h* and drop out all other non-

matching indices, we introduce a new primitive termed conditional

: £
selection F Consel

in Figure 10. Concretely, it takes two tuples of
1 secret-shared values (elﬂ, .. R e;?) as input, and

R S
.,e,) and (7, ...
outputs two random shares (yi,y2) such that y; + y, = equ* + e}'ls*

if there exists a unique index h* € [p] with f(ezli, e}'ls*) =1, and
Y1 + Yz is uniformly random otherwise. Here, we instantiate the
condition function f as an equality check Eq and use the equality
€ kah = € kah A5 the condition.

Consequently, for each dimension k, both parties input their

Eq,
per-prefix shares {efk,z,h}he[ll] and {_efk,z,h}hE[ll] to 7—_c(?nléel and
R

k2 vfk,z). Lemma 3.1 ensures
that at most one prefix matches per dimension, so this functionality
is well-defined. After this process, each dimension retains exactly
one candidate prefix, and therefore yields just one combination
across all dimensions, in contrast to the O((log §)?) combinations
in prior works. The complexity of Fconsel is O(log §) for each di-
mension, and O(d - log §) across all dimensions.

Given the shares (Ufk,z’ Ufk,z)’ with the prefix index eliminated,

receive a single pair of fresh shares (v

the remaining steps follow the same procedure as in the non-
optimized construction of Section 4.3.

5 Fuzzy PSI under Unique Cell Assumptions

In this section, we present our protocols for general Lye[1,00] dis-
tances under one-sided unique cell assumptions. That is, only one
party (either the sender or the receiver) is required to have at most
one point in each cell, while the other party’s set may follow an
arbitrary distribution.

Functionality ‘TgonRan d

Parameters: Sender S and Receiver R. Condition predicate function
f(-,-) where f can be an equality or a comparison function.
Functionality:

(1) Wait for input (e5,05) from S and (eR, o®) from R.

(2) Compute b := f(es, eR)

(3) Generate random shares z5, z® such that z5 + 28 = o5 + R if

b =1, and sample zs, R uniformly at random otherwise.
(4) Output z5 to S and 2% to R

Figure 6: Functionality of conditional randomization.

5.1 Building Block

Before presenting our fuzzy PSI construction, we introduce a build-
ing block for preventing information leakage. Specifically, it takes
two tuples (eS,0°) and (e®,0®) as input from the respective par-
ties, and randomizes the values 0 and v® depending on whether
the conditions eS and e”® satisfy a predefined criterion f. The ideal
functionality of Conditional Randomization is given in Figure 6.
We realize this functionality efficiently via a customized secret-
shared multiplexer protocol [29]. The conditional function f(-, )
returns a boolean result based on a specified condition, and can be
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f
Protocol e Rand

Parameters: Functionality Fmux, Fsspeqr and Fescmp. Threshold 57
Input: S inputs (e5,v5) and R inputs (R, oR).
Protocol:

) If f =Eq, S and R invoke Fsspeqr, where S inputs eS and R
inputs eR. S receives b°, and R receives bR where bX @ bS =
1{eR = ¢S}.

) If f = Cmp, S and R invoke Fescmp, where S inputs eS and R
inputs eR. S receives bs, and R receives bR where bR @ bS =
1{e® + &S < 67},

(3) S randomly samples rS and R randomly samples .
(4) S and R invoke Fmux, where S inputs (1 & bS,rS) and R
inputs (bR, r?). S receives mS and R receives m®.

(5) S outputs z° := o5 + mS and R outputs z® := ok R,

+m

Figure 7: Protocol of conditional randomization.

instantiated with either an equality or a comparison function. De-
pending on the choice of f, we refer to this functionality as Equality-
conditional Randomization (EqRand) or Comparison-conditional
Randomization (CmpRand) in the remainder of this paper. The pro-
tocol is given in Figure 7 and we defer the proof in Appendix G.8.

5.2 Protocols for Sender-sided Setting

Since we have already presented the main idea for the L., distance
in Section 4.2.1 and Section 4.3, we directly provide the detailed
protocol in Figure 8. Its security proof is deferred to Appendix G.2.

THEOREM 5.1. The protocol HFPS] in Figure 8 securely realizes the
functionality Feps) for L« distance against semi-honest adversaries
in the (Fso-0PPRF,T

ConRand)—hybrid model, assuming H is a random
oracle.

L, distance. We here focus on how to support arbitrary L,
distances. Our key observation is the fact that dist,(w;,q;) < &
implies diste (Wi, q;) < 8, and we therefore could reuse most parts
of the Lo, construction with only minor modifications. In the Lo,
setting, the sender programs the value 0||s; s, where 0 serves as
an indicator of whether w; is close to some q;, as described in
Section 4.2.1. For L, distance, the sender instead encodes [t|P||s;k,
where |t|P captures the per-dimension distance contribution when
Wik —qjk =t for somet € [-6, 5] The receiver proceeds as before,
evaluating the so-OPPRF at C SNkl|wi k. After aggregating across
all dimensions, dR and dS are secret shares of the p-th power of
the distance between w; and the candidate q;, provided they are
potentially matched. To avoid the similar leakage mentioned in
Section 4.2.1, we invoke the CmpRand to randomize shares rR and

S >, depending on the comparison condition dR + dS < 5P The
remalmng steps are identical to those in the Ly, settlng, allowmg the
receiver to obtain all valid matches. We defer the detailed protocol
in Figure 21 of Appendix H.1.

5.3 Protocols for Receiver-sided Setting

Since we have presented our idea in Section 4.2.2 and Section 4.3,
we directly give the protocol under the receiver-sided assumption

Protocol HFPSI

Parameters: Sender S and receiver R with input sizes m and n.
Threshold 8. Bit length A’ = A +d + logmn, £ = A+ d + logn and
u =log|U]|
Input: S inputs O = {g;}jem) € U™ and R inputs W =
{witic[n) € UM,
Protocol:

(1) For j € [m], S computes C}S = cellys(gj). Fori € [n], R

computes {C?z}ze[zdj = neigh, s (w;)
(2) S sets List = {(C)-S||k||q1‘,k +1,0°Is5.k) } je[m] ke[dlee[-5.5]

and computes s; = Xrc[qS).k Where sj & Fox.
(3) R and S invoke functionality %so-opprr Where S in-
puts List and R inputs {C{R ”k”Wtk}ze[n] keldlze[2d]- R

- R R
receives {ei,k,z”ri,k,z}ie[n],kE[d],ZE[Zd]’ and S receives

S S F
€k ITik 2 ie[n) kelay ze2a) and O

(4) Fori € [n],z € [29], R computes efz = Zkeldlefk,z and

R _ R S _
Tig = ZkE[d]ri,k,z’ and S computes efz = Zke[d]efkyz and

S _ S
Tz = Zkeld|Tig s

(5) Fori € [n],z € [29], ﬂandvaoke(}_g nRand Where R

inputs (eR, % )and S inputs (- €S . rS ). R receives UR and

i,z° lZ i,z° lZ

S receives v‘isz

(6) For i € [n],’z € [2¢9], S sends z)fz to R, who reconstructs
Vi = vfz + vfz.

(7) S computes X = {Hy1qu(sj) & (0/1,||(1j)}je[mj and sends
shuffled X to R.

(8) R sets I = 0 and parses X as {x;}jc[m]. For j € [m],i €
[n],z € [29], if Hyryqu (0iz) © x5 = O’V||q, R updates I =
Tu{q}.

Figure 8: Protocol of fuzzy PSI for L., distance under sender-
sided unique cell assumption.

for L., distance in Figure 9. The security proof is deferred to Ap-
pendix G.4.

THEOREM 5.2. The protocol HFPSI in Figure 9 securely realizes the
functionality Feps for Lo, distance against semi-honest adversaries

in the (Fso-opprF.TEq. FoT)-hybrid model.

L, distance. We next show how to extend the protocol to L,
distance. Similarly, the receiver now programs |¢|? in place of 0 as
in the Lo, setting. As noted in Section 4.2.2, invoking conditional
randomization is unnecessary under the receiver-sided assumption,
since the receiver does not reconstruct r; .. By the correctness of
Fao-OPPRE, T, and 1%
distance between w; and the candidate g ;. It therefore suffices to test
whether r L+ rS falls within interval [0, §”]. A natural approach
would be to mvoke the secure comparison Fsscmp; however, since
the output need not be secret-shared, we instead realize this check
via an interval test (see Appendix E), following [7, 32].

Specifically, the two parties invoke functionality Tlntewa],
the receiver obtains outputs b;, = l{rfz + rfz < 67}, Since gq;
may match multiple receiver elements, the receiver aggregates the
per-cell results as b; = \/ ¢ [547 b} .. Finally, b; serves as the choice
bit, and the sender transfers the matching elements to the receiver

. are secret shares of the p-th power of the

and
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Leo
Protocol 5y,

Parameters: Sender S and receiver R with input sizes m and n.
Threshold &. Bit length £ = A + d + log m.
Input: S inputs Q = {q;}jec(m] € U™ and R inputs W =
{wilie[n) € UDm,
Protocol:
(1) Fori € [n], R computes C;R = cell,s(w;). S shuffles Q and
computes {sz}ze[zd] = neigh,s(q;) for j € [m].
(2) R sets List = { (CRI|k || wik + £,0°) }ic[n] ke[dl re[-5.5]-
(3) R and S invoke functionality Fo-opprr Where R inputs
List and S inputs {sz”k”qjsk}je[m],ke[d],zE[Zd]' R re-
ceives {e_fk,z}je[m],ke[d],ze[zd] and OF, and S receives

S

(€5 2) jemikerdl ze2d]-

(4) For j € [m],z € [2d], R computes vfz = Zke[d] efkyz, and S
computes v}g’z = Ykeld] e}s,k,z'

(5) For j € [m],z € [29], R and S invoke Feq where R inputs
vj.?z and S inputs —v‘.s’z. R receives b; , = l{vfz = —z:}.s,z}.

(6) For j € [m], R computes b; = \/ze[zd]bj-l'

(7) For j € [m], R and S invoke functionality For where R inputs
b; and S inputs (L, g;). R receives u;.

(8) Routputs I = {u; | b; =1for j € [m]}.

Figure 9: Protocol of fuzzy PSI for L., distance under receiver-
sided unique cell assumption.

via an OT protocol. We defer the detailed protocol in Figure 22 of
Appendix H.2.

6 Optimized Fuzzy PSI from Prefix Trie

In this section, we optimize our protocols to achieve O(log §) com-
plexity in the threshold § via prefix trie techniques.

We introduce a core building block that resolves the exponential
complexity arising from the incorporation of prefix trie techniques.
The ideal functionality is given in Figure 10. Functionality 7‘_Cf0 ’; el
takes as input two sets of i values and selects a unique pair based on
a condition f. Specifically, if there exists a unique index i such that
f (e;g , eiR) = 1, it outputs fresh random shares summing to el?g + e;R;
otherwise, it outputs uniformly random shares. For each dimension,
this functionality acts as a filter, extracting only one prefix and
discarding all non-matching prefixes, thereby avoiding exponential
complexity. It is worth noting that this functionality is predicated
on there being at most one pair of inputs satisfying f, as it produces
only a single pair of outputs. The uniqueness of the matching prefix
is established in Lemma 3.1, ensuring that this functionality can
be safely adopted without compromising correctness when we
instantiate the f as an equality test function Eq in our protocol.
The concrete construction is presented in Figure 11, and we refer
to it as Equality-conditional Selection (EqSel). When p = 1, this

functionality reduces to a special case of EqRand in which the value

is the condition itself. Its correctness follows that of 7"Cf ,
onRand

we defer the security proof to Appendix G.9.

We have presented our idea to incorporate prefix trie in Sec-
tion 4.4, and the prefix-optimized protocol under the receiver-sided
assumption for Lo, distance is illustrated in Figure 12. We defer the

and

Functionality (Féﬁsa

Parameters: Sender S and Receiver R. Condition function f (-, -)
where f can be an equality or a comparison function. Input size p
Functionality:
(1) Wait for input (e‘ls, e eﬁ) from S and (e;R, e e;lf) from R,
where there exists at most one (e;s, e;R) with f(e;.s, e?) =1
(2) Compute b; := f(e;.s, e?) foralli e [p].

S, zR such that z5 + 2

(3) Generate random shares z°, z R S 4 eR

=ed +e

1 1
if there exists b; = 1, and sample z5 R R uniformly at random
otherwise.

(4) Output z5 to S and z% to R.

Figure 10: Functionality of conditional selection.

Eq.u
Protocol Ionsel

Parameters: Ideal functionality Fmyux and Fespeqr-
Input: S inputs {e;.s }ie[u) and R inputs {e?g }ie[u] Where there exists
at most one e;s

Protocol:

(1) S and R invoke Fsspeqr, where S inputs {e;s},-elm and R
inputs {e?},—e[ﬂ]. S receives {bf}ie[ﬂ] € {0,1}#, and R re-
ceives {b?},—e[#] € {0,1}H.

(2) S computes b5 = @ielﬂl b;s and R computes bR :=
E{)ie[y] b?'

(3) S randomly samples S and R randomly samples rX.

(4) S and R invoke Fpuux, where S inputs (1@ b5,rS) and R
inputs (bR, rR). S receives mS and R receives m”*.

(5) S outputs mS and R outputs m”®.

— R
=€ .

Figure 11: Protocol of equality-conditional selection.

security proof in Appendix G.6. The protocols for L, distances can
be optimized analogously, and we defer the details to Appendix I.

THEOREM 6.1. The protocol Hé;S[_PX in Figure 12 securely realizes

the functionality Frps) for L, distance against semi-honest adver-
saries in the (ﬁo_oppRF,TCEq’” Feq.Fot )-hybrid model.

onSel’

7 Fuzzy PSI for Unique Block Assumptions

We further consider a sparser distribution, termed unique block
(refer to Appendix F), in which each cell intersects with at most one
L, ball centered at a receiver point. This distribution guarantees
that each receiver point’s L, ball occupies a unique block and is
therefore associated with a collision-free set of 2¢ neighboring cells.

Unlike the unique cell setting, our insight is to reverse the roles
of the two parties in the spatial hashing procedure: the receiver
programs all 2¢ candidate cells without collision, while the sender
evaluates only the single cell containing its point. This shifts the 2¢
factor from the evaluation side to the programming side. As noted
in [34], programming the so-OPPRF primarily involves OKVS [28]
encoding operations, which is substantially cheaper than evaluating
the so-OPPREF; exploiting this asymmetry therefore yields a more
efficient construction.
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Leo
Protocol ITp3, o,

Parameters: Threshold 8. Bit length £ = A + d + logm. p =1log  + 2
Input: S inputs Q = {g;}je[m) € U™ and R inputs W =
{Witie[n) € UM,
Protocol:
(1) For i € [n], R computes C;R = cell,s(w;). S shuffles Q and
computes {sz}ze[zdj = neigh,s(q;) for j € [m].
(2) R sets List = {(CR||kl|Win 0°)}ic[nlke[d)hely) Where
{‘:"i,k,h }he[,u] = PXTI’ie(Wi,k - 5, Wi k + 5).
(3) S computes query = {Cﬁzllk|lqjvkrh}je[m],ke[d],ze[zd],he[/,l]
where {Gj kn}the[u) = PxPath(qjk,d).
(4) R and S invoke functionality Fso-opprr Where
R inputs List and S inputs query. R receives
R .
{ej,k,z,h}je[m],ke[d],ze[zd],he[y] and OF, and S receives

S
(€5 szndjetmlkelalzelzd ne -
(5) For j € [m],k € [d],z € [29], R and S invoke func-

. . 5 . R .
tionality Tég n;;el where R inputs {ej,k,z, » he[p) and S inputs

S e R e S
{ € kah Yhe[u)- R receives Uitz and S receives U ke

(6) For j € [m],z € [27], R computes rfz = Ykeld] and S

R
z}j,k,z’
computes rﬁz = Ykeld] U_;'S:k,z'
(7) Forj € [m],z € [2%], R and S invoke functionality Feq where
R inputs r;’.fz and S inputs —rfz‘ R receives b, = 1{r;’.fZ =
— }
b
(8) For j € [m], R computes b; = \/ze[Zd]bsz‘
(9) Forj € [m], R and S invoke functionality For where R inputs
bj and S inputs (L, ;). R receives u;.
(10) Routputs I = {u; | b; =1for j € [m]}.

Figure 12: Protocol of prefix-optimized fuzzy PSI for L., dis-
tance under receiver-sided unique cell assumption.

The detailed protocol for Ly, distance is presented in Figure 13
and the security proof is deferred to Appendix G.7. Constructions
for general L, distances and their prefix-optimized variants are
provided in Appendix J.

THEOREM 7.1. The protocol Hég’S[ in Figure 13 securely realizes the

functionality Feps) for L, distance against semi-honest adversaries
in the (Fso-opprr,FeqFot)-hybrid model.

8 Evaluation

We provide a full implementation of our protocols, available at
https://anonymous.4open.science/r/FPSI-One-Sided-1325. All ex-
periments are conducted on a single server equipped with AMD
EPYC 9554 processor and 512 GB of RAM, with the sender and
receiver emulated as two separate threads. Each experiment is re-
peated ten times, and we report the average total running time
and communication cost. We set the computational and statistical
security parameters to k = 128 and A = 40, respectively. For im-
plementation, we adopt the so-OPPRF from [2, 34], silent OT from
1ibOTe?, secret-shared comparison from [17], and instantiate hash
functions using BLAKE3*.

3https://github.com/osu-crypto/libOTe
“https://github.com/BLAKE3-team/BLAKE3

Leo
Protocol I3,

Parameters: Sender S and receiver R with input sizes m and n.
Threshold 8. Bit length £ = A + d + log m.
Input: S inputs Q = {q;}je[m] € U™ and R inputs W =
{witic[n) € U
Protocol:
(1) Fori € [n], R computes {sz}ze[zd] = neigh,s(w;). S shuf-
fles Q and computes CJ‘.S = cellys(q;) for j € [m].
(2) R sets List = {(szzllkl\w,-,k + t’0()}ie[n],ke[d],ze[zd],te[—5,5]'
(3) R and S invoke functionality Fso-opprr Where R inputs
List and S inputs {CjS||k||qj‘,k}je[mj,ke[dj~ R receives
{ej.e,k }je[m].ke[d) and OF, and S receives {eﬁk Yielmlkeld)-
(4) For j € [m], R computes V;R = Zkg[d]e;ek,
S _ S
17 = Ykeld]€ ke

(5) For j € [m], R and S invoke functionality F¢q where R inputs

and S computes

r;/.e and S inputs —r}.s. R receives b; = l{r;’.2 = —r}s}.

(6) For j € [m], Rand S invoke functionality For where R inputs
bj and S inputs (L, q;). R receives u;.

(7) R outputs {u; | bj =1for j € [m]}.

Figure 13: Protocol of fuzzy PSI for L. distance under
receiver-sided unique block assumption.

Comparison Baselines. We compare our protocols with state-of-
the-art fuzzy PSI constructions under one-sided assumptions [6, 10,
31]. The evaluation is divided according to two assumptions: unique
cell and unique block. Under the unique cell assumption, we com-
pare against [6, 31], as our unique cell assumption is strictly weaker
than the 2§-apart assumption of [31] and equivalent to the mini-
universe assumption of [6]. Under the unique block assumption,
we compare against [10, 31], since our unique block assumption
is strictly weaker than the 45-apart assumption used in [10, 31].
Please refer to Appendix F for detailed comparisons of different
assumptions. For fair comparison with [6], we double its radius
parameter, as [6] defines Lo, balls with side length & rather than 2.
Since these baselines [6, 10, 31] consider only receiver-sided
assumptions, we evaluate our protocols under the same receiver-
sided setting. Our sender-sided results are deferred to Appendix K.2.

8.1 Performance on Unique Cell Assumptions

We compare our protocols with the state-of-the-art constructions [6,
31] for Ly, distance under the unique cell assumption in Table 2.
The results show that our protocols outperform prior works in both
communication and computation across most parameter settings.
Since existing works do not support general L, distance under
this assumption, we present our results for L; and L, distances in
Appendix K.1.

Communication. Against van Baarsen and Pu [31], our best pro-
tocol reduces communication by up to 20X at d = 2, with the advan-
tage growing substantially as § increases, a direct consequence of
our sublinear dependence on d versus the linear growth of [31]. At
higher dimensions (d = 4, 6), [31] achieves lower communication
at small § = 32, but our protocols overtake it as § grows beyond
64 or 128. Against Bui et al. [6], our protocols achieve up to 282x
communication reduction at d = 6, where the communication of [6]
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Table 2: The communication (MB) and running time (s) of fuzzy PSI for L., distance under the unique cell assumption. Results
of our protocols for L, distance are reported in Appendix K.1, as existing works do not support this setting. “—” indicates
out-of-memory or execution timeout (> 2.5h). The best result is marked in

Size  Dim. Protocol 6=32 6 =64 6 =128 6 =256 8 =512
m=n d Comm Time Comm Time Comm Time Comm Time Comm Time
van Baarsen et al. [31] 3.11 1.77 6.11 3.47 12.11 6.95 24.11 14.05 48.11 27.98
9 Bui et al. [6] 3.56 1.48 4.15 1.53 4.32 1.71 4.98 1.73 5.15 2.07
Ours 2.59 0.19 3.27 0.19 4.63 0.23 7.34 0.31 12.83 0.37
Ours-Px 3.26 0.41 3.34 0.39 3.42 0.43 3.77 0.39 3.77 0.40
van Baarsen et al. [31] 6.34 3.72 12.34 7.12 24.34 14.31 48.34 27.77 96.34 55.63
28 4 Bui et al. [6] 52.45 10.53 121.79 14.13 122.19 23.61 248.00 28.92 248.02 42.94
Ours 8.61 0.36 9.96 0.44 12.68 0.57 18.12 0.62 29.06 0.75
Ours-Px 15.23 1.23 15.58 1.16 15.58 1.22 15.92 1.27 16.26 1.28
van Baarsen et al. [31] 10.14 6.43 19.14 11.64 37.14 22.08 73.14 43.13 145.14 83.55
6 Bui et al. [6] 3070.90  2048.17 11695.09 2755.55 11695.82 7516.48 — — — —
Ours 39.37 1.38 41.41 1.50 45.50 1.56 53.64 1.76 70.08 2.00
Ours-Px 82.97 5.25 83.07 5.30 83.31 5.21 83.83 5.29 84.33 5.61
van Baarsen et al. [31] 49.75 29.07 97.75 56.37 193.75 112.96 385.75 222.60 769.75 442.27
9 Bui et al. [6] 38.18 3.57 47.55 4.64 50.18 6.55 61.06 9.62 63.69 14.78
Ours 24.57 0.94 35.45 1.18 57.22 1.89 100.78 3.26 188.16 3.94
Ours-Px 31.45 2.15 32.82 2.13 34.17 2.16 36.90 2.18 39.60 2.28
van Baarsen et al. [31] 101.50 59.81 197.50 115.70 389.50 228.65 773.50 448.70 1541.50 887.83
212 4 Bui et al. [6] 819.28 155.32 1931.30 206.54 1936.54 341.16 3954.58 453.26 3959.78 704.95
Ours 120.25 4.06 142.02 4.85 185.59 6.30 272.76 8.79 447.53 9.80
Ours-Px 223.49 13.23 226.21 14.06 228.92 12.95 234.36 13.85 239.79 14.13
van Baarsen et al. [31] 162.25 106.67 306.25 192.80 594.25 354.21 1170.25 690.49 2322.25 1357.23
6 Bui et al. [6] — — — — — — — — — —
Ours 612.54 21.07 645.25 22.27 710.70 25.39 841.68 27.75 1104.24 29.37
Ours-Px 1311.37 83.49 1315.45 79.59 1319.52 83.74 1327.71 80.75 1335.89 81.50
van Baarsen et al. [31] 796.00 478.07 1564.00 904.65 3100.00 1836.01 6172.00 3693.64 12316.00 7499.23
9 Bui et al. [6] 583.20 39.28 733.25 55.02 775.30 80.48 949.34 122.20 991.39 240.33
Ours 376.23 12.40 550.66 17.76 899.68 31.78 1598.21 48.09 2997.97 69.62
Ours-Px 484.52 27.98 506.41 27.71 528.06 28.68 571.86 31.23 615.18 31.37
van Baarsen et al. [31] 1624.00 970.83 3160.00 1877.65 6232.00 3778.05 12376.00 7453.94 — —
216 4 Bui et al. [6] 13078.68 2522.63 30874.60 3446.77 30958.79 5633.09 - - - -
Ours 1907.65 63.12 2256.70 75.11 2955.23 95.62 4352.80 132.53 7153.31 168.36
Ours-Px 3579.83 219.52 3623.63 218.46 3666.95 220.18 3754.61 218.06 3841.31 220.76
van Baarsen et al. [31]  2596.00 1818.51 4900.00 3066.45 9508.00 5825.47 18724.00 . 37156.00 —
6 Bui et al. [6] — — — — — — — — — —
Ours 9787.03 344.87 10311.51 349.66 11361.00 392.36 13467.23 420.58 17669.67 488.08
Ours-Px 21121.37 1380.11 21186.78 1383.61 21252.35 1437.40 21383.25 1506.43 21514.43 1399.69

blows up due to its O((log §)?) complexity. At d = 2, the gap is
smaller (1.2-1.7X), as [6] benefits from low-dimensional setting.
Computation. The computational advantage is significant across
all settings. Against van Baarsen and Pu [31], our protocols achieve
speedups of 4-239x, with the largest gains at large § and large set
sizes, reaching over 200X at n = 2! and § = 512. Against Bui et
al. [6], we achieve speedups of 3-4818x%, with the most dramatic
gains at d = 6, where the running time of [6] becomes prohibitive
due to its O((log 8)?) complexity. These gains stem primarily from
our exclusive use of symmetric-key primitives, avoiding both the
superlinear complexity of [6] and the expensive additive homomor-
phic operations of [31].

Effect of Prefix Optimization. These two variants expose a clear
communication-computation tradeoff. The non-optimized protocol
scales linearly in § and achieves the lowest running time for small §

(32 and 64). The prefix-optimized protocol scales logarithmically in
§, making it superior in communication at large §; for instance, at
d =512 and d = 2, it reduces communication by up to 20X over [31]
while maintaining a substantial computational advantage.

8.2 Performance on Unique Block Assumptions

We compare our protocols with the state-of-the-art constructions [10,
31] under the unique block assumption. Table 3 reports results for

set size 212 as a representative case; other settings exhibit similar

trends, since both prior works and our protocols scale linearly with

the set size.

Communication. Compared to van Baarsen and Pu [31], the com-
munication reduction grows substantially with the threshold: at

§ = 32 we achieve 6-18x reduction, increasing to 34-100x at

d = 256 and up to 67X at § = 512. This rapid scaling is a direct
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Table 3: The communication (MB) and running time (s) of fuzzy PSI under the unique block assumption. The set size is
m =n = 22, “~” indicates out-of-memory or execution timeout (> 2.5h). The best result is marked in

Metric Protocol §5=32 5 =64 §=128 § =256 6 =512
d Comm Time Comm Time Comm Time Comm Time Comm Time
van Baarsen et al. [31] 195.25 111.97 387.25 223.08 771.25 446.28 1539.25 893.64 3075.25  1806.35
9 Dang et al. [10] 127.56 14.42 145.48 16.16 164.38 19.12 183.55 18.61 201.86 25.58
Ours 48.64 1.63 92.21 2.70 179.38 5.24 353.82 11.08 702.82 20.15
Ours-Px 29.82 1.92 33.77 2.07 37.85 2.37 41.89 2.56 45.81 2.82
van Baarsen et al. [31] 1560.25 932.15 3096.25 1836.02 6168.25 3732.99 12312.25 7697.61 — —
I 4 Dang et al. [10] 2289.54 196.76  1576.67  142.00 2006.78 161.69 2578.55 208.96 2866.33 280.98
© Ours 361.74 10.41 710.78 20.49 1409.32 39.75 2806.88 77.75 5603.26 162.37
Ours-Px 86.59 3.93 98.69 4.47 110.97 4.89 123.19 5.51 135.36 5.89
van Baarsen et al. [31]  9360.25  5507.11 — — — — — — — —
6 Dang et al. [10] 13731.49 1192.01 9443.74 821.75 12016.79 1013.32 15450.58 1275.52 17170.10 1617.10
Ours 2141.18 60.29 4241.20 124.89 8443.85 25436  16852.49 545.97 33544.37 1302.04
Ours-Px 301.30 8.60 344.08 9.75 386.42 10.76 429.03 12.25 472.16 13.39
van Baarsen et al. [31] 195.77 112.01 388.27 224.03 773.27 454.50 1543.27 893.72 3083.27  1787.95
9 Dang et al. [10] 312.84 155.45 381.93 207.62 456.06 279.29 534.66 359.87 618.78 461.89
Ours 51.89 1.77 95.50 3.00 182.70 5.58 357.28 10.52 706.39 20.70
Ours-Px 80.24 3.70 93.18 4.56 106.17 5.15 119.33 5.55 132.42 6.21
van Baarsen et al. [31]  1560.77 901.23  3097.27 1823.36 6170.27 3660.91 12316.27 7279.21 — —
L 4 Dang et al. [10] 3609.97 603.43 494493 5443.02 551794 5624.82 6376.92 5695.84 — -
Ours 367.31 10.78 716.39 20.94 1414.96 42.03 2812.66 83.38 5609.16 168.24
Ours-Px 207.22 8.90 241.11 10.50 275.20 11.76 309.72 12.68 343.99 14.94
van Baarsen et al. [31]  9360.77  5481.36 — — — — — — — —
6 Dang et al. [10] 22946.21 7243.12 — — — — — — — —
Ours 2149.07 64.90 4249.12 129.43 8451.80 258.02  16860.58 562.71  33552.58 1333.52
Ours-Px 604.28 24.96 704.89 25.36 805.00 28.15 904.95 31.66 1004.74 40.38
van Baarsen et al. [31] 211.27 112.01 451.27 221.86 1027.27 448.16 2563.27 891.59 7171.27  1803.15
9 Dang et al. [10] 530.49 151.32 642.30 212.06 766.64 285.79 911.44 383.57 1092.79 566.46
Ours 52.33 1.74 96.40 3.13 183.63 5.44 358.31 10.79 707.55 20.88
Ours-Px 108.60 4.68 126.64 5.12 144.30 6.07 162.18 6.58 180.02 7.55
van Baarsen et al. [31]  1576.27 896.00 3160.27 179590 6424.27 3604.21 13336.27 7208.44 — —
L, 4 Dang et al. [10] 6995.61 627.84 7493.30 5470.09 8644.48 5484.85 10379.32 5568.10 — —
Ours 367.74 10.91 717.29 20.96 1415.90 43.00 2813.70 84.26 5610.32 166.81
Ours-Px 263.35 10.25 306.95 11.92 350.33 13.68 394.20 14.97 437.85 16.77
van Baarsen et al. [31]  9376.27  5485.92 — — — — — — — —
6 Dang et al. [10] 43227.86 7374.09 — — — — — — — —
Ours 2149.51 63.81 4250.02  128.59 8452.74 25292 16861.62 54845 33553.74 1311.12
Ours-Px 688.17 26.87 803.11 29.06 917.13 31.56 1031.06 35.08 1144.85 45.69

consequence of our logarithmic dependence on §, whereas [31]
incurs communication growing linearly in § or 6?. Against Dang et
al. [10], our prefix-optimized protocol consistently reduces commu-
nication by 4-63X across all metrics and parameter settings, with
the largest gains at higher dimension (d = 6). We note that our
protocol achieves better performance at larger parameter settings,
owing to the underlying silent OT [3] used in our implementation,
which offers superior amortized communication efficiency for large
batch generation.

Computation. The computational advantage is even more pro-
nounced. Against van Baarsen and Pu [31], our protocol achieves
speedups of 63-1397X across all metrics and dimensions. Against
Dang et al. [10], we achieve 8-518% speedups. These dramatic gains
stem from two factors. First, our prefix-optimized protocol achieves
O(log 6) complexity, while [31] scales linearly in ¢ and [10] incurs
O((log 6)%) complexity. Second, our protocols rely exclusively on

symmetric-key primitives, whereas both [10, 31] depend on expen-
sive public-key operations such as DDH and Paillier.

Effect of Prefix Optimization. The prefix-optimized variant at-
tains the best performance in nearly all settings, in contrast to the
previous case. This is because, under the unique block assumption,
the dominant bottleneck is the receiver programming 2¢-d-n-(25+1)
key-value pairs, while the sender evaluates at only d-m points. Incor-
porating prefix trie techniques reduces the receiver’s overhead by a
factor of O(J/log ), while increasing the sender’s overhead by only
O(log d), yielding a clear improvement in overall efficiency. More-
over, this advantage becomes more pronounced as the dimension d
and the threshold § increase, indicating that the prefix-optimized
variant is well-suited to large-scale settings.
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9 Conclusion

In this work, we presented concretely efficient fuzzy PSI protocols
for general Lyc[1,c0] distances under one-sided assumptions, rely-
ing solely on lightweight symmetric-key primitives. The core tech-
nique is new multi-point fuzzy matching protocols, upon which
we derived protocols flexibly supporting both sender-sided and
receiver-sided settings. By incorporating prefix-trie techniques, we
further achieved O(log §) complexity in the distance threshold 6,
improving upon the O((log §)%) and O(8) complexities of prior
works. Extensive experiments confirm that our protocols signifi-
cantly outperform all prior works under the same assumptions.
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A Open Science

We follow the principles of the Open Science Policy. Our research
artifacts, comprising the source code of the proposed protocols,
benchmarking scripts, and comprehensive technical documenta-
tion, have been consolidated into an open-source repository, which
is currently accessible for peer review at https://anonymous.4open.
science/r/FPSI-One-Sided-1325. Upon acceptance and publication
of the camera-ready version of this manuscript, we will formally
release all associated artifacts to the scientific community, thereby
ensuring unrestricted access for independent verification, repro-
ducibility assessment, and subsequent extension of our research.

B Ethical Considerations

Stakeholder Identification and Impacts. We organize this sec-
tion as a stakeholder-based analysis, distinguishing direct stake-
holders (those who design, implement, or deploy our fuzzy PSI
protocols) from indirect stakeholders (people and organizations
affected by systems that rely on them). Direct stakeholders include
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the research team and organizations that integrate our protocols
into privacy-preserving biometric matching systems. Indirect stake-
holders include end users whose biometric templates are compared
through such systems, regulators responsible for oversight of data-
sharing practices, and adversaries who may attempt to abuse or
subvert these systems.

Research Team. Our work involves no human subjects, no physi-
cal experiments, and no collection of real-world private data. All
evaluations were conducted on synthetic datasets generated specif-
ically for benchmarking, which contain no personally identifiable
information. We explicitly acknowledge and respect the intellec-
tual contributions of each team member, ensuring that authorship
reflects meaningful involvement.

Organizations Deploying Fuzzy PSI. Organizations that operate
biometric matching services may adopt our protocols to improve
efficiency and security. However, adoption may require non-trivial
engineering effort for integration, incur audit costs for crypto-
graphic review, and impose performance constraints in certain
settings (e.g., high-dimensional data or large set sizes). We have
documented quantitative performance benchmarks and known lim-
itations to help deployers make informed decisions.
Cryptography Community and Society. Beneficence. We pro-
pose fuzzy PSI protocols that enable parties to identify approxi-
mate matches between their data without revealing the underlying
records, aligning with data-protection principles Respect for Persons.
We have carefully cited prior work to ensure accurate attribution
and to avoid plagiarism. Justice. Our constructions rely only on
standard cryptographic assumptions and open primitives, with
no proprietary dependencies, keeping the core ideas accessible
to researchers and practitioners worldwide. Respect for Law and
Public Interest. Our research complies with all relevant academic
and cryptographic research policies. By advancing the state of the
art in fuzzy PSI, this work serves the public interest by enabling
privacy-preserving data collaboration that supports compliance
with data-protection regulations.

Publication Impacts. Our protocols may influence future research
on fuzzy matching under additional distance metrics or security
models. To reduce misuse or misinterpretation, we clearly state the
security model, assumptions, and parameter settings under which
the stated guarantees hold.

C Generative Al Usage

This paper used LLMs (including ChatGPT and Gemini) solely to
assist with grammar checking and language polishing. The LLMs
did not contribute any conceptual ideas, methodological innova-
tions, experimental designs, or analytical insights to this work. All
intellectual contributions originate from the authors. The content
provided to the LLMs for linguistic refinement contains no sensitive,
personal, or ethically problematic information.

D Other Related Work

van Baarsen and Pu [31] proposed the first general fuzzy PSI con-
struction under the “existing disjoint” assumption, requiring that
each point in both parties’ sets is at least 2§ apart from all other
points in some dimension. The overall complexity scales as O((d5)?),
with no additional exponential factor. Gao et al. [13] subsequently
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improved this to O(dd), achieving fully linear complexity for the
first time. Their protocol, however, still operates under the same
two-sided “existing disjoint” assumption, as the symmetric structure
of their construction requires both parties’ inputs to satisfy the con-
dition. Zhang et al. [35] adopted a stronger “s-separate” assumption
and proposed an efficient fuzzy PSI protocol from symmetric-key
primitives, at the cost of O(8°) overhead, which becomes prohib-
itive for large 6. Dang et al. [10] improved upon Gao et al. [13]
under the same assumption via prefix trie techniques, reducing the
overhead from O(dd) to O(dlog d). This was further improved by
Yang et al. [34] via secret-shared OPRF [2], eliminating the reliance
on public-key primitives. Recently, van Baarsen and Pu [32] revis-
ited their earlier construction [31] using symmetric-key primitives.
Their new protocol relies on spatial hashing to map each point
to a unique cell, requiring both parties’ points to be at least 25 or
46 apart to prevent additional leakage. Chongchitmate et al. [9]
proposed a nearly linear fuzzy PSI protocol, but their construction
requires a strong gap assumption: every pair of points across the
two sets must be either close or far apart. This is a strict assumption,
as it imposes a joint constraint across both parties’ inputs.

While these works have achieved substantial efficiency improve-
ments, their advantages rely on two-sided assumptions, which are
harder to satisfy in real-world applications. Removing the assump-
tion on either party’s input would render these protocols insecure,
inapplicable, or subject to dramatically increased overhead.

Two additional constructions operate under the arbitrary dis-
tribution setting. The first [14] incurs O(mn(log §)¢) complexity,
which is quadratic in the set sizes m and n. The second [32] achieves
O((m + n)(log 5)%) complexity. However, both constructions suf-
fer from the worse O((log 8)?) factor in both communication and
computation, making them far from practical. Moreover, they sup-
port only L, distance with no known efficient extension to general
Lpe[1,00] distances; we therefore omit a detailed discussion.

E Other Functionalities

E.1 Interval Test

Chakraborti et al. [7] introduced an efficient interval test protocol,
which runs in O(log §) complexity with respect to the interval size
d. We give the ideal functionality in Figure 14.

Functionality 7°

Interval

Parameters: Sender S and receiver R. Threshold §.
Functionality:

(1) Wait for input xS from S and x® from R.

(2) Output 1to R if xS + xR < &, otherwise output 0.

Figure 14: Functionality of private interval test.

E2 MUX
The ideal functionality of MUX is given in Figure 15.

E.3 Secret-shared Private Equality Test

The ideal functionality of secret-shared private equality test is given
in Figure 16.
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Functionality Fmux

Parameters: Sender S and receiver R.
Functionality:
(1) Wait for input (bg, xo) from S and (b, x;) from R.
(2) Select ryp randomly, and set r; = xo + x; —roif by ® by =1
otherwise set r; = —ry.
(3) Output ry to Rand ry to S.

Figure 15: Functionality of MUX.

Functionality Fpeqr

Parameters: Sender S and receiver R.
Functionality:
(1) Wait for input xy from S and x; from R.
(2) Select ry randomly, and set r; =1 — rg if xg = x; otherwise set
rs = —rp.
(3) Output ryto Rand ry to S.

Figure 16: Functionality of secret-shared PEQT.

E.4 Secret-shared Comparison

The ideal functionality of secret-shared comparison is given in
Figure 17.

Functionality Fecmp

Parameters: Sender S and receiver R.
Functionality:
(1) Wait for input xy from S and x; from R.
(2) Select ry randomly, and set r; =1 — rg if xg > x; otherwise set
ry = —rp.
(3) Output ryto Rand ry to S.

Figure 17: Functionality of secret-shared comparison.

E.5 Private Equality Test

The ideal functionality of private equality test is given in Figure 18.

Functionality ¥eq

Parameters: Sender S and receiver R.
Functionality:
(1) Wait for input xy from S and x; from R.
(2) Setr =1if xg = x; otherwise set r = 0.
(3) Output r to R

Figure 18: Functionality of private equality test.

F Comparisons of Assumptions

We compare the unique cell assumption of Definition 3.1 with
existing assumptions as follows.
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F.1 Unique Cell

F.1.1  Comparison with disjoint hash assumption. The disjoint hash
assumption [27, 30] (abbreviated as disj. hash in Figure 2) requires
the spatial hash to map each point to a distinct cell, which is identi-
cal to our unique cell assumption. However, while [27, 30] rely on
this assumption in their theoretical constructions, their concrete
protocols require additional assumptions on the other party.

F.1.2 Comparison with mini-universe assumption. We revisit the
mini-universe assumption from [6, 14]. Since [6, 14] defines L, balls
of side length § rather than 2§, we double the radius parameter
to align with our setting. Consider a d-dimensional space tiled
by cells of side length 2. For any grid vertex o = (01,02, ...,04),
where coordinate o; is an integer multiple of 26, we define the mini-
universe with origin o as the d-dimensional hypercube of side length
45, namely Univ, := [01, 01 +49) X - - X [04, 04 +49). For any point
x € U9, we define Ball x as the Ly, ball of side length 28 with lower-
left corner at x, namely Bally := [x1, x1 +28) X - - - X [x4, xq + 20).

DEFINITION F.1 (MINI-UNIVERSE [6, 14]). A set W € U™ sqt-
isfies the mini-universe assumption if for every x € W, there ex-
ists a unique mini-universe Univ, containing Bally. In other words,
for any two distinct points x,x’ € W with Ball, € Univ, and
Ball,s C Univyy, it holds that Univ, # Unive.

Below, we formally prove that the unique cell assumption is
equivalent to the mini-universe assumption.

LEmMA F.1. A set W € U™ satisfies the unique cell assumption
if and only if it satisfies the mini-universe assumption.

ProoF. We first show that the unique cell assumption implies the
mini-universe assumption. Let x € W lie in the grid cell with lower-
left corner o, i.e., x; € [0;,0; + 25) for all i € [d]. Then x; + 26 <
0; + 46, so [xj, x; + 26) C [o0;,0; + 49) for all i € [d]. Therefore, it
holds that Ball, C Univ,, meaning every point in W has its ball
Ball, contained in the mini-universe Univ, determined by its cell’s
lower-left corner o. For any two distinct points x,x” € W, the
unique cell assumption gives cellys(x) # cell,s(x’), so 0 # o’ and
hence Univ, # Univy. Thus the mini-universe containing each
ball is unique.

We next show that the mini-universe assumption implies the
unique cell assumption. Let x € W with Ball, C Univ, for some
corner o. Since Bally = [x1,x; + 25) X -+ X [x4,%g + 25) and
Univy = [01,01 +48) X - - - X [04, 04 + 40), the containment implies
0; < x; < o0; + 25 for all i € [d]. Since each o; is an integer multiple
of 26, the region [01,01 + 25) X - - - X [04, 04 + 20) is precisely the
grid cell with lower-left corner o, and x lies in this cell. For any two
distinct points x, x” € W with Ball,, C Univ, and Ball,s € Univ,,
the mini-universe assumption gives Univ, # Univ,, hence o # o’.
By the above argument, x and x” lie in distinct cells, so cell,s(x) #
cellys(x7). m}

The difference between the two assumptions stems solely from
how the L, ball of a point is defined: our construction centers the
ball at the point, whereas the sa-PSI line of work [6, 14] places
the ball’s lower-left corner at the point. Additionally, Ball, spans
[xi, x; + 26) in each dimension, a half-open interval of length 24,
while the Ly, ball in fuzzy PSI uses closed intervals of side length
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exactly 26 + 1. Despite these differences in convention, the two
assumptions impose the same distributional constraint on the input
set.

F.1.3  Comparison with 26-apart assumption. We recall the 25-apart
assumption from [31] as follows.

DEFINITION F.2 (25-APART). A setW € U™ satisfies the 25-apart
assumption if for any two distinct pointsw,w’ € W, dist,(w,w’) >
28d'/? . Specifically, if p = oo, this reduces to diste (w,w’) > 28.

The following lemma from [31] illustrates that the 2§-apart as-
sumption is strictly stronger than the unique cell assumption. In-
tuitively, the unique cell assumption permits the Lo, balls of input
points to overlap as long as their centers fall into distinct cells,
whereas the 2§-apart assumption ensures that these Ly, balls are
pairwise disjoint.

Lemma F.2 ([31]). Suppose there are multiple L, balls (p € [1, c0])
with radius § lying in a d-dimensional space which is tiled by cells
with side length 25. If these balls’ centers are at least 26d"/? apart,
then for each cell, there is at most one center of the balls lying in this
cell. Specifically, if p = oo, then the unique center holds for disjoint
balls since 28d"/? degrades to 28 in this case.

F.1.4  Comparison with 28-disjoint projection assumption. The 26-
disjoint projection assumption (abbreviated as 25-dis;j. proj. in Fig-
ure 2), adopted in [10, 13, 15, 31, 32, 34], requires that for every
point w € W, there exists a dimension k such that [wg — w| > 28
for allw’ € W \ {w}. It is strictly stronger than the unique cell
assumption for general L, distances, since |wg —w; | > 2§ for some
dimension k implies cellys(w) # cellys(w’).

To the best of our knowledge, all existing constructions relying
on the 2§-disjoint projection assumption require it to hold for both
parties’ input sets, and no known technique extends it to the one-
sided setting.

F.2 Unique Block

We compare the unique block assumption of Definition 3.2 with
existing assumptions as follows.

F.2.1  Comparison with unique cell assumption. We note that the
unique block assumption is strictly stronger than the unique cell
assumption, as it requires the Lo, balls to have no common cells
and therefore their centers fall into different cells.

F.2.2  Comparison with 48-apart assumption. We recall the 45-apart
assumption from [31] as follows.

DEFINITION F.3 (45-APART). A setW € U™ satisfies the 45-apart
assumption if for any two distinct pointsw,w’ € W, dist, (w,w’) >
28(dY? + 1). In particular, for p = oo, this reduces to diste, (w,w’) >
45.

The following lemma from [31] illustrates that the 45-apart as-
sumption is strictly stronger than the unique block assumption.

Lemma F.3 ([31]). Suppose there are multiple 5-radius Ly, balls
(p € [1,00]) distributed in a d-dimensional space which is tiled by
cells of side length 25. If these balls’ centers are at least 26(dY/? + 1)
apart from each other, then there exists at most one ball intersecting
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with the same cell. Specifically, if p = oo, this holds for Ls, balls with
46-apart centers.

G Security Proof
G.1 Threat Model

Similar to prior works [6, 10, 13, 31, 32, 34], we consider static semi-
honest probabilistic polynomial-time (PPT) adversaries. Namely,
a PPT adversary A passively corrupts either the sender S or the
receiver R at the beginning of the protocol and honestly follows
the protocol specification. We use the standard simulation-based
security definition for secure two-party computation. Our construc-
tion invokes multiple sub-protocols, and we use the hybrid model to
describe them. By convention, a protocol invoking a functionality
F is referred to as the #-hybrid model. We give the formal security
definition as follows.

DEeFINITION G.1. Let viewg (x,y) and viewI;e (x,y) be the views
of S and R in a protocol I1, respectively, where x is the input of S
and y is the input of R. Let out(x,y) be the protocol’s output of both
parties and F (x,y) be the functionality’s output. I1 is said to securely
compute a functionality ¥ in the semi-honest model if for every PPT
adversary A there exists PPT simulators Sims and Simg such that
for all inputs x and y,

{viewg (x,y), out(x,y)} = {Sims(x, Fs(x. ), F (x, 1)},
{viewg (x, ), out(x,y)} ~c {Simg (y, F& (x, y)), F (x,)}.

G.2 L, Distance under Sender-sided Unique
Cell Assumptions

Proor. Correctness. We first consider that for some q; € Q,
there exists w; € W such that diste,(q;,w;) < &. By the correctness
of spatial hashing, there exists an index z* € [2%] such that Cl,(Rz* =
ijg. Since diste (g, w;) < 6, it holds that |g;x — wix| < 8 for all
k € [d]. Therefore, for each k € [d], there exists t; € [-5, §] such
that qjk + tx = wik. By the correctness of functionality Fso-opprr,
IrR ||rl .o+ Are the shares of 0||s; k. And then the

.~ and e " are the shares of ol r

zkz ik,z* ande

aggregated shares e;

i,k,z*

R andr =

are the shares of s; = Zke[d] sj k- Since eR + e'S = O by the

correctness of functionality ¥ Fa onRand’ it holds that Z)R + vS =s;j.
Then, the R reconstructs v; ;+ = s;. After shuffling, there must be
xj € X and xj = Hyryqu(s;) ® (0" llg;). Finally, the R unmasks
Xj+ by Hyr4dy (0iz+) ® xj+ and correctly gets q;.

We then consider that for some q; € Q, itholds diste (g, w;) > &
for any w; € W. We consider the following two cases.

(1) The first case, there exists an index z* € [2¢] such that
sz = CJS Since diste (g, w;) > 9, it holds that there exists an

index k* € [d] such that |g; —
functionality Fso-opprr, the outputs eR

w;, k*| > 4. By the correctness of

IrR, . andeS ||r

i,k*,z ik*,z* ik*,z lk* *
are umformly random. Then, after aggregation, the shares e ||r
and e ||r >« are also uniformly random. By the correctness of

R

functlonahty Fa the new shares o,

ConRand’
random. After reconstruction, v; ;. is umformly random

(2) The second case, for any z € [2¢], it holds that C.(R ;ﬁ CS

the correctness of functionality Fo-opprr, the outputs eR

- and u "« are uniformly

IIr

ik,z"""ik,z
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and e ||rl.SkZ are uniformly random for all z € [29],k € [d].

Slmllz;fl}zf, v; ; is uniformly random.

In both cases, v; , is uniformly random for all i € [n],z € [27].
By setting the bit length of s; as ¥ > A + d + log mn, the probability
of v;, = s; for some j € [m] is at most 27#, which is negligible.
On the other hand, if v;; # s;, the decryption Hy 4, (viz) ® x;
is uniformly random for all i € [n],j € [m],z € [2¢]. By setting
A=A+ d + log mn, the probability of valid decryption is at most
274, which is negligible. A union bound shows that the receiver
can obtain q; with the probability at most 274(2 — 274) < 2741,
which is negligible. This completes the correctness proof.

Corrupted sender. The simulator Simg receives the sender’s
input Q and proceeds as follows:

(1) Simg maintains a table for queries of the random oracle H.
For each query to H, Sim s returns a consistent random value.
(2) Sims emulates Fs-oppre by sampling uniformly random

shares elskz szz fori € [n],k € [d],z € [29], and sampling

a random function F such that F(C]‘.S||k||qu< +1) = 0fsjk
for j € [m], k € [d].t € [-5,5],and sends e> . rS _and OF
to A.

(3) Simg emulates 7:ConRan 4 by sampling uniformly random shares

vfz fori € [n], z € [2¢], and sends them to A.

Indistinguishability. The adversary’s view in the real execution
is identically distributed to its view in the simulated execution.
This follows because the values e, rS received from Fso-oppRe

ik,z2’ " ikz
and vS from chnRan 4 are uniformly random in the real world and
are sampled from the same distribution by the simulator in the
ideal world. Moreover, the random function oracle OF subject to
F(C]‘.S||k||qj’k + t) = 0°||s; x, both of which are independent of S’s
actual input Q. Therefore, the view in the real-world execution is
identically distributed to its view in the simulation.

Corrupted receiver. We show the simulator Simg (W, I):

(1) Simg maintains a table for queries of the random oracle H.
For each query to H, Simg returns a consistent random value.
(2) Simg emulates Fso-opprr by sampling uniformly random

shares eleZ I,(Rk,z fori € [n],k € [d],z € [29], and sends

eR ,r?‘2 to A.

k2> " ikz
(3) Simg emulates F Eq onRand DY sampling uniformly random shares
v;’i fori e [n],z € [Zd], and sends them to A.
For each q; i £ € I, Simg samples uniformly random s; and sets
oS = sj —v tforalli€ [n]andz € [2¢] such that CR C“-S

L,z

(4

=

and dlst(q],wl) < 4. For the remaining U s, Simg samples

uniformly random values. Simg sends these US to A.

Simg initializes an empty set X. For each q; € I where there
exists w; and z € [2¢] such that CZi = CjS and dist(q;,w;) <
6, it computes x = H(s;) ® (0" llg;) and adds x to X. For the
remaining m — |I| points, Simg samples uniformly random
strings of length A’ + d - u and adds them to X. Simg shuffles
X and sends them to A.

Indistinguishability. We prove security via a sequence of hybrids.

(5

=

Hybrid Hy. This is the real execution of the protocol.
Hybrid H,. This hybrid is identical to Hy, except that Simg acts

as Fro-opprr and Fo

Conrang> Put follows the specification of
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these functionalities and uses the real sender’s input Q. This
is only a conceptual change, and hence the adversary’s view
in Hybrid Hy and Hybrid H; are identically distributed.
Hybrid H,. This hybrid is identical to H;, except for the following
modifications. For each q; € I, Simg sets vfz =s; —UZE forall
i € [n] and z € [27] such that CR = Cfg and dist(qj,w;) < 4.
For the remaining v s, Simg samples uniformly random
values. Besides, for each q; € I, it computes x = H(s;) @
(0" lg;) and adds x to X. For the remaining m — |I| points,
Simg samples uniformly random strings of length A’ + d - u
and adds them to X.
In Hy, for each w; and z € [2¢] such that there is no q;€Q
satisfying C;RZ = CjS and dist(qj,wi) < §, there exists at least

one k; such that e?S . and efR . are uniformly random by

the correctness of so- OPPRF Th1s implies e ey, and e , are uni-
formly random. By setting the bit length as t’ =1+ d +logn,

a union bound shows that ei . eiRz with overwhelmlng

qogs . oS
probabilities. According to the correctness of TConRan & Ve

for the above w; and z € [27] is uniformly random and hence
identical in both worlds. Besides, the above analysis implies
that s; for q; ¢ I is hidden from A. Moreover, due to |s;| = k,
the probability that the adversary queries H on s; is negligi-
ble. Then, for each q; ¢ I, H(s;) ® (0 ||q;) vields a string
identically distributed to a uniform random string. There-
fore, the adversary’s view of Hybrid H; is computationally
indistinguishable from that of Hybrid H;.

Hybrid Hs. This hybrid is identical to Hy, except that Simg simu-

lates Fso-opprF and 7‘—cOnR nd

samples uniformly random shares e; ik Tk
[n],k € [d], z € [29], and sends them to A.
Since they are uniformly random shares from the adversary’s
view, the adversary’s view in Hybrid H, and Hybrid H; are
identically distributed.

as follows. In particular, Simg

R R Uﬁforie

Observe that Hybrid Hs is exactly the simulated execution pro-
duced by Simg. Therefore, the real and ideal executions are com-
putationally indistinguishable, completing the proof.

O

G.3 L, Distance under Sender-sided Unique Cell
Assumptions

Proor. Correctness. We first consider that for some q; € Q,
there exists w; € W such that dist,(q;,w;) < & and therefore
diste (g s w;) < 8. By the correctness of spatial hashing, there exists
an index z* € [2¢] such that CZ; = Cjts. Since dist,(g;,w;) < 6,
it holds that |q;x — wix| < d for all k € [d]. Therefore, for each
k € [d], there exists ty € [-&,8] such that CS||k||q]k + 1t =
w,— «. By the correctness of functionality F5o.0pprr, €5

PR L and

l k,z* Wi k,z*
are the shares of [tx|?||sj k. And by the correctness of
functionality Fgoa, d lz* and d‘s* are the shares of Yc(q1ltcP =
Yretar (i = wir)?. Since Zperaj(lgix — wikl)? < 87, by the
correctness of functionality 7:ccor:|gan & it holds that UR + ZJS =s;j.
Then, the R reconstructs v; ;+ = s;. After shuffling, there must be

lkz ”rlkl
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xj € X and xj+ = Hyryqy(s;) @ (0" |lg;). Finally, the R unmasks
Xj+ by Hyr 4y (0iz+) ® x;+ and correctly gets q;.

We then consider that for some q; € Q, it holds dist,(q;, w;) > &
for any w; € W. We consider the following three cases.

(1) The first case: for any z € [27], it holds that CR ¢ CS By

the correctness of functionality F5-opprr, the outputs e ||rl oz

and e ||r , are uniformly random for all z € [29],k € [d]. By

ikz
the correctness of Fpaa, after aggregation, the shares al72 and dS

. Cmp
are also unrformly random. By the correctness of ¥ . .. the

new shares U and v are uniformly random. Therefore, after
reconstructlon v, is unrformly random.

(2) The second case: there exists an index z* € [2¢] such that
CZ; = CjS but diste(qj,wi) > 6. Then there exists an index
k* € [d] such that |g;x — w;, k*| > §. By the correctness of func-
tionality Fs.-opprr, the outputs el g ||rl ke 2 Y I szz
uniformly random. By the correctness of '7:32A, after aggregation,
the shares dRZ* and dSZ* are also uniformly random. Similarly, v; .«

.andeS are

is uniformly random.
(3) The third case: there exists an index z* € [2¢] such that Cl?; =

C ;S and diste (g, w;) < 8. By the correctness of functionality
Fso-opprF and Fp2a, it holds that dli* +de* = Ykerd) Wik — qjx)?

Since dist,(q;,w;) > J, therefore dR + dS > 6P. By the cor-

rectness of functionality Fom R

ConRand, the outputs v; . and ZJ i+ are
uniformly random. After reconstruction, v; . is also unlformly ran-
dom.

In all cases, v; , is uniformly random for all i € [n], z € [2%]. By
setting the bit length of s; as ¥ > A + d + log nm, the probability
of v;; = s; for some j € [m] is at most 274, which is negligible.
On the other hand, if v;; # s;, the decryption Hy/4,(v;z) © x;
is uniformly random for all i € [n],j € [m],z € [24]. By setting
A" = A +d + log mn, the probability of valid decryption is at most
274, which is negligible. A union bound shows that the receiver can
obtain valid q; with the probability at most 274(2 = 274) < 27+,
which is negligible.

This completes the correctness proof.

G.4 L Distance under Receiver-sided Unique
Cell Assumptions

Proor. Correctness. We first consider that for some ¢ i €0,
there exists w; € W such that diste (g, w;) < 8. By the correctness
of spatial hashing, there exists an index z* € [2d] such that CJt’Sz* =
CX. Since disto(q;,w;) < 8, it holds that |q;x — wix| < Sforallk €
[d]. Therefore, for each k € [d], there exists t; € [—8, §] such that
Cf llkllgjx +tx = wik. By the correctness of functionality Fso-oppRF,

]Rk - and e'S . are the shares of 0°. And then the aggregated shares
rf .and rS Iy are still the shares of 0°. By the correctness of g, it
holds that b j,z+ = 1 and therefore b; = 1. By the correctness of For,
R correctly gets q;.

We then consider that for some q; € Q, it holds diste, (g, w;) > §
for any w; € W. We consider the following two cases.

(1) The first case: there exists an index z* such that C S = CiR.

Since diste(qj,w;) > &, it holds that there exists an 1ndex k € [d]
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such that |+ — wi<| > 6. By the correctness of functionality

Fe0-OPPRF, the outputs e]q.{k* . and ¢S are uniformly random.

Tkt 2t
Then, after aggregation, r% , and r¢ , are also uniformly random.
iz Jz

(2) The second case: for any z € [27], it holds that C]??Z * CiR.

By the correctness of functionality %5.-opprr, the outputs eR

Jkz
e}sk are uniformly random. Then, r] > and r . are also umformly

and

random.

In both cases, rj and r are uniformly random for all j €

[m],z € [2¢]. By the correctness of functionality ¥¢q, the proba-
bility of b;, = 1 is at most 1/|F|. A union bound shows that the
probability of there existing j € [m] such that b; = 1 is at most
m2%/|F|. By setting log|F| = ¢ = A + d + logm, the probability
m2%/|F| = 2% is negligible. By the correctness of For, R learns
nothing about g;. This completes the correctness proof.

Corrupted sender. The simulator Simg receives the sender’s
input Q and proceeds as follows:

(1) Sims emulates Fso-opprr by sampling uniformly random
shares e}sk forall j € [m], k € [d], and z € [29], and
sends them to A.

(2) Simg emulates Ftq and For, both of which output nothing

to A.

Indistinguishability. The adversary’s view in the real execution
is identically distributed to its view in the simulated execution.
This follows because the values esk received from ¥, opprr are
uniformly random in the real world and are sampled from the same
distribution by the simulator in the ideal world.

Corrupted receiver. The simulator Simg receives the receiver’s
input W and output I, and proceeds as follows:

(1) Simg emulates Fs-opprr by sampling uniformly random

shares efkgz forall j € [m], k € [d],and z € [2¢], and by sam-

pling a random function F such that F(C;R lkllwik + ) =0
foralli € [n], k € [d], and t € [, §]. It then sends these
shares e]Rk and OF to A.

(2) Simg emulates Ftq by padding I with L to size m and ran-
domly permuting the padded I. For each j € [m] and z € [27],
it sets

1, ifq; =I[j] # L and there exists w; such that
bj.= CR =cF, and dist(q;,wi) <6,
0, otherw1se.

Simg sends all values b; ; to A.

(3) Simg emulates For and sends the padded and permuted I to
A.

Indistinguishability. We prove security via a sequence of hybrids.

Hybrid Hy. This is the real execution of the protocol.

Hybrid H;. This hybrid is identical to Hy, except that Simg acts
as Fso-oppRF> FEq> and For, but follows the specification of
these functionalities and uses the real sender’s input Q. This
is only a conceptual change, and hence the adversary’s view
in Hybrid Hy and Hybrid H; are identically distributed.

Hybrid H,. This hybrid is identical to H;, except that instead of
computing b;.’s (resp. u;’s) according to Feq (resp. For),
Simg derives them utilizing the receiver’s input W and out-
put I. Specifically, it pads I with L to size m, applies a random
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permutation, and for every j € [m],z € [2%] sets

1, ifq; =I[j] # L and there exists w; such that
bj.= CcR = CS and dist(qj,w;) <6,

0, 0therw1se.

The values b;.’s (resp. u;’s) are returned to A as the outputs
of Feq (resp. For).
The adversary’s views in Hybrid H; and Hybrid H;, are iden-
tically distributed, because functionality Eq outputs exactly
these bits b; ; and the outputs of functionality OT are exactly
determined by b;; and I.

Hybrid Hs. This hybrid is identical to H,, except that we replace
the sender’s interaction in Fsy_opprr With a simulation as

follows: sample random shares esz forall j € [m],k €

[d], z € [2¢], and sample a random function F conditioned
on F(CiR||k||wi,k +t) = 0 for all i€[nl,kel[d,andt €
[-6, 8]. The simulator sends e] .z and OF to A.

By the security of Fso-opprr, the adversarial views of Hybrid
H; and Hybrid Hs are identically distributed.

Observe that Hybrid Hs is exactly the simulated execution pro-
duced by Simg. Therefore, the real and ideal executions are per-
fectly indistinguishable, completing the proof.

O

G.5 L, Distance under Receiver-sided Unique
Cell Assumptions

Proor. Correctness. We first consider that for some q; € Q,
there exists w; € W such that dist,(q;,w;) < J. By the correctness
of spatial hashing, there exists an index z* € [2¢] such that CjSz* =
CiR. Since dist, (q;,w;) < 6, it holds that |g;x — w;x| < forall k €
[d]. Therefore, for each k € [d], there exists t; € [-8, §] such that
qjk *+ tr = wik. By the correctness of functionality Fso-opprF, € R

j k,z*
and e}s are the shares of |t |P. By the correctness of Foon, dR Y
S _ R
dj,k,z* = |t |P. Then, after aggregation, Tt r = Ykera)ltel? =

2keld)jk — wikl?. Since dist,(qj,w;) < 6, by the correctness
of fﬁfmal, it holds that b;.« = 1 and therefore b; = 1. By the
correctness of For, R correctly gets q;.

We then consider that for some q; € Q, it holds dist,(q;,w;) >
for any w; € W. We consider the following three cases.

(1) The first case, for any z € [2¢], it holds that C},Sz # Cl.R. By the

correctness of functionality F5.-opprr, the outputs efk’z and efk’z
are uniformly random for all k € [d], z € [2¢]. By the correctness

of #gaa, the shares dR .z and dS .2 are still uniformly random. Then,
after aggregation, r] and r . are also uniformly random.

(2) The second case, there exists an index z* such that CJ?’SZ* =
Cl?l2 but diste(q;,w;) > 6. Therefore, it holds that there exists an
index k* € [d] such that |gjx — w;, k*| > 6. By the correctness of
functionality Fs-opprr, the outputs eR

and e are uniformly

e 2 k* .

random. By the correctness of functlonahty ﬁzA, i . and d

are also uniformly random. Then, after aggregatlon, r'R . and rS.
I -z

are also uniformly random.
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In the first two cases, rX iz and ro r;, are uniformly random for all

j € [m],z € [27]. By the correctness of functionality 7:|nterva|’
probability of b; , = 1 is at most §” /|F|. A union bound shows that
the probability of there existing j € [m] such that b; = 1 is at
most m2¢6? /|F|. By setting log|F| = ¢ = A + d + logm + plog§,
the probability m2¢5? /|F| = 277 is negligible. By the correctness
of For, R learns nothing about q;.

(3) The third case, there exists an index z* such that C}i,szr = CiR
and diste (g ],wl) < 8. By the correctness of functionality Feo-opprF

and Fgoa, 1 e r = dist, (q;,w;)? > 6F. By the correctness of

functlonahty Tlnterval and For, R learns nothing about q;.

This completes the correctness proof.

G.6 L. Distance under Receiver-sided Unique
Cell Assumptions with Prefix Optimization
Proor. Correctness. We first consider that for some q; € Q,
there exists w; € W such that diste,(q;,w;) < 6. By the correctness
of spatial hashing, there exists an index z* € [2?] such that C ]t’sz* =
Ciﬂ. Since diste (g, w;) < 6, it holds that |g;x — wix| < 6 for all
k € [d].
Therefore, for each k € [d], qjx € [wix — 6, wir + 6]. By
Lemma 3.1, there exists exactly one index h* € [p] such that
Gjjn € {Wik h}hE[#]. By the correctness of functionality Fso-0ppRF,

eR  _andeS . are the shares of 0. By the correctness of func-
Jok.z* jik,z h
: : Eq, H S _ R S _

tionality 7:&)”56', ik Tk = €k Tk = 0. Then, after

R S
aggregatlon, rj’z* + rj’z*

= 0. By the correctness of functionality g,
bj .+ = 1 and therefore b; = 1. By the correctness of functionality
Fort, R correctly obtains gq;.

We then consider that for some q; € Q, itholds diste (g, w;) > 8
for any w; € W. We consider the following two cases.

(1) The first case, there exists an index z* such that C S = CiR.
Since diste(q;,w;) > &, it holds that there exists an 1ndex k* € [d]
such that |q; x+ — wix+| > 8, therefore q; i+ & [wir — 6, wir+ + 6]
By Lemma 3.1, it holds that {‘ijkh}hEIu] N {‘;’ikh}hel,ul = 0. By

the correctness of functionality Fso-opprr, the outputs A and

J.k*.z*,h
jSk* Lo AT€ uniformly random for all h € [y]. Then, by the correct-

N
ness of functionality ‘F o o®  and Vika

nSeP J k" are uniformly random.

After aggregation, rj ,~ and r].
(2) The second case, for any z € [2%], it holds that Cf?z * CiR.

By the correctness of functionality TSO opprF, the outputs e® and

+ are also uniformly random.

J.k.z
efk are uniformly random. Then, r iz R and rd ry, are also umformly
random.

In both cases, r] and r are uniformly random for all j €

[m],z € [29]. By the correctness of functionality ¥¢q, the proba-
bility of b;, = 1 is at most 1/|F|. A union bound shows that the
probability of there existing j € [m] such that b; = 1 is at most
m2? /|F|. By setting log|F| = £ = A + d + logm, the probability
m2%/|F| = 2% is negligible. By the correctness of For, R learns
nothing about q;. This completes the correctness proof.

Corrupted sender. The simulator Simg receives the sender’s
input Q and proceeds as follows:
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(1) Sims emulates Fs-opprr by sampling uniformly random
shares eSk " forall j € [m], k € [d],z € [2¢],and h € [p]
and sends them to A.

(2) Simg emulates ﬂjﬂ’;el by sampling uniformly random shares

vfk’z forall j € [m], k € [d], and z € [2¢], and sends them
to A.

(3) Sims emulates Fgq and Fot, both of which output nothing
to A.

Indistinguishability. The adversary’s view in the real execution

is identically distributed to its view in the simulated execution.

This follows because the values e received from F,.opprr and

Jj.k.zh
U}.Sk from ‘FC s are uniformly random in the real world and are

sampled from the same distribution by the simulator in the ideal
world.

Corrupted receiver. The simulator Simg receives the receiver’s
input W and output I, and proceeds as follows:

(1) Simg emulates Fso-opprr by sampling uniformly random
shares e(Rk " forall j € [m], k € [d], z € [2¢], h € [¢], and

by sampling a random function F such that F (CiR [kl Wign) =
0foralli € [n], k € [d], and h € [p]. It then sends these
shares efk ,pand OFf to A.

@

~

Simg emulates T;:(?n‘;el by sampling uniformly random shares

vfk’z forall j € [m], k € [d], and z € [2¢], and sends them
to A.

(3) Simg emulates Ftq by padding I with L to size m and ran-
domly permuting the padded I. For each j € [m] and z € [27],

it sets

1, ifq; =I[j] # L and there exists w; such that
bj.= Ck =cF, and dist(q;,wi) <6,
0, otherw1se,

Simg sends all values b; ; to A.

(4) Simg emulates For and sends the padded and permuted I to
A.

Indistinguishability. We prove security via a sequence of hybrids.

Hybrid Hy. This is the real execution of the protocol.

Hybrid H;. This hybrid is identical to Hy, except that Simg acts as
Fs0-OPPRF> 7:ConSel’ Feq» and For, but follows the specification
of these functionalities and uses the real sender’s input Q.
This is only a conceptual change, and hence the adversary’s
view in Hybrid Hy and Hybrid H; are identically distributed.

Hybrid H,. This hybrid is identical to H;, except that instead of
computing b;.’s (resp. u;’s) according to Feq (resp. For),
Simg derives them utilizing the receiver’s input W and out-
put I. Specifically, it pads I with L to size m, applies a random
permutation, and for every j € [m], z € [27] sets

1, ifq; =I[j] # L and there exists w; such that
bj.= CR =C} and dist(q;,wi) <6,
0, otherw1se.
The values b; ;’s (resp. u;’s) are returned to A as the outputs
of Feq (resp. For).

The adversary’s views in Hybrid H; and Hybrid H; are iden-
tically distributed, because functionality Eq outputs exactly
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these bits b; ; and the outputs of functionality OT are exactly
determined by b;; and I.

Hybrid H;. This hybrid is identical to H,, except that we replace
the sender’s interaction in Fs,_opprr and (FC ng | with a sim-
ulation as follows. Simg emulates Fso-opprr by sampling

uniformly random shares e]y.ekz , forall j € [m], k € [d],

z € [2%], h € [y], and by sampling a random function F such
that F(CR||k||W;x) = 0 foralli € [n], k € [d], and h € [p].

It then sends these shares eRk h and OF to A. Then, Simg

R
emulates 79 by sampling uniformly random shares Uiz

ConSel
forall j € [m], k € [d], and z € [27], and sends them to A.
By the security of Fo-opprr and ?E(?n” e’ the adversarial

views of Hybrid H, and Hybrid Hs are identically distributed.
Observe that Hybrid Hs is exactly the simulated execution pro-
duced by Simg. Therefore, the real and ideal executions are per-

fectly indistinguishable, completing the proof.
O

G.7 L Distance under Receiver-sided Unique
Block Assumptions

Proor. Correctness. We first consider that for some q; € Q,
there exists w; € W such that diste(q;,w;) < d. By the correctness
of spatial hashing, there exists an index z* € [2¢] such that C; S =
C .. Since diste, (g, w;) < 6, it holds that |g;x — wix| < 6 for all
k e [d] Therefore, for each k € [d], there exists t; € [—J, §] such
that g + tr = w;k. By the correctness of functionality Fso-opprr,

e® and e}sk are the shares of 0°. And then the aggregated shares rJR

J.k
and r}‘.s are still the shares of 0°. By the correctness of Fq, it holds
that b; = 1. By the correctness of For, R correctly obtains q;.

We then consider that for some q; € Q, itholds diste (g, w;) > &
for any w; € W. We consider the following two cases.

(1) The first case: there exists an index z* such that C]fs = CZ;.
Since diste(qj, w;) > &, it holds that there exists an index k* € [d]
such that |g; g+ — wig<| > 6. By the correctness of functionality

Fs0-OPPRF, the outputs efk* and efk* are uniformly random. Then,

after aggregation, r}R
(2) The second case: for any z € [2¢], it holds that CS i C(R

the correctness of functlonahty Fs0-0PPRF, the outputs e and e

and r}s are also uniformly random.

are uniformly random. Then, r® | and rj are also unlformly random.

In both cases, r® and rS are uniformly random for all j € [m].
By the correctness of functionality g, the probability of b; =1 is
at most 1/|F|. A union bound shows that the probability of there
existing j € [m] such that b; = 1 is at most m/|F|. By setting
log|F| = £ = A + log m, the probability m/|F| = 277 is negligible. By
the correctness of For, R learns nothing about g ;. This completes
the correctness proof.

Corrupted sender. The simulator Simg receives the sender’s
input Q and proceeds as follows:

(1) Sims emulates Fs-opprr by sampling uniformly random
shares efk for all j € [m] and k € [d], and sends them
toA.

(2) Sims emulates Fgq and Fort, both of which output nothing
to A.
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Indistinguishability. The adversary’s view in the real execution
is identically distributed to its view in the simulated execution.
This follows because the values efk received from Fgo-opprr are
uniformly random in the real world and are sampled from the same
distribution by the simulator in the ideal world.

Corrupted receiver. The simulator Simg receives the receiver’s

input W and output I, and proceeds as follows:

(1) Simg emulates Fso-opprr by sampling uniformly random
shares efk for all j € [m] and k € [d], and by sampling
a random function F such that F(CZEZ llkl|wix + t) = 0 for all
i€[n],keld],ze[29),and t € [-8,5]. It then sends these
shares e.Rk and OF to A.

(2) Simg emulates Feq by padding I with L to size m and ran-
domly permuting the padded I. For each j € [m], it sets

1, ifq; =I[j] # 1 and there exists w; and z € [29]
bj = such that C;RZ = C].S and dist(qj,w;) <6,

0, otherwise.

Simg sends all values b; to A.
(3) Simg emulates For and sends the padded and permuted I to
A.

Indistinguishability. We prove security via a sequence of hybrids.

Hybrid Hy. This is the real execution of the protocol.

Hybrid H;. This hybrid is identical to Hy, except that Simg acts
as Fs0-0PPRF> FEq> and For, but follows the specification of
these functionalities and uses the real sender’s input Q. This
is only a conceptual change, and hence the adversary’s view
in Hybrid Hy and Hybrid H; are identically distributed.

Hybrid H,. This hybrid is identical to H;, except that instead
of computing b;’s (resp. u;’s) according to Fgq (resp. For),
Simg derives them utilizing the receiver’s input W and out-
put I. Specifically, it pads I with L to size m, applies a random
permutation, and for every j € [m] sets

1, ifq; =I[j] # L and there exists w; and z € [29]
bj = such that C = C and dist(q;,w:) < 6,

0, otherwise.

The values b;’s (resp. u;’s) are returned to A as the outputs
of Feq (resp. For).

The adversary’s views in Hybrid H; and Hybrid H, are iden-
tically distributed, because functionality Eq outputs exactly
these bits b; and the outputs u; of functionality OT are ex-
actly determined by b; and I.

Hybrid Hs. This hybrid is identical to H;, except that we replace
the sender’s interaction in %5, opprr With a simulation as fol-
lows: sample random shares efk forall j € [m],k € [d], and
sample a random function F conditioned on F (Czi lkllwik +
t)=0forallie [n], k€ [d],ze [2¢],and t € [-6,5]. The
simulator sends {efk} and OF to A.

By the security of ﬁo-OPPRF) the adversary’s view of Hybrid
H; and Hybrid H3 are identically distributed.
Observe that Hybrid Hs is exactly the simulated execution pro-
duced by Simg. Therefore, the real and ideal executions are per-
fectly indistinguishable, completing the proof.
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G.8 Security Proof of Fconrand

ProoF. Correctness. Forany eS and e® such that f(eS, e®) =1,
the outputs bS and bR are secret shares of 1. By the correctness
of Fmux, the MUX outputs mS and m® are secret shares of 0, and
hence z5 + zR =05 + 0%,

Conversely, for any eS and e® such that f(eS,e®) = 0, the
outputs bS and bR are secret shares of 0. Since S and r® are
sampled uniformly at random, by the correctness of Fmuyx, mS and
m*® are uniformly random, and consequently oS + m*S and v® + m*®
are each uniformly random. This completes the correctness proof.

Corrupted sender. The simulator Simg receives the sender’s
input (eS,0°) and output z5, and proceeds as follows:

(1) Simg emulates Fspeqr/Fsscmp by sampling uniformly ran-
dom shares bS and sends it to A.

(2) Simg emulates Fpmux by computing m
it to A.

Indistinguishability. The adversary’s view in the real execution is
identically distributed to its view in the simulated execution. This
follows because the values bS received from FespEQT/Fsscmp are
uniformly random in the real execution and are sampled from the
same distribution by the simulator in the ideal execution. Moreover,
the value m* is identically distributed in both worlds conditioned
on the relation z$ = 0 + mS. Therefore, the joint distribution of
the adversary’s view is identical in the real and ideal executions.

Corrupted receiver. Since the protocol execution is symmet-
ric, the security of the corrupted receiver follows similarly. This
completes the proof.

S =25 — S and sends

[m]

G.9 Security Proof of Fconsel

Proor. Corrupted sender. The simulator Simg receives the
sender’s input {e;.S }ie[u) and output mS, and proceeds as follows:

(1) Simgs emulates Fspeqr/Fsscmp by sampling uniformly ran-
dom shares bltS for i € [u] and sends them to A.
(2) Simg emulates Fux and sends mS to A.

Indistinguishability. The adversary’s view in the real execution is
identically distributed to its view in the simulated execution. This
follows because the values bis received from Fspeqr/Fsscmp are
uniformly random in the real execution and are sampled from the
same distribution by the simulator in the ideal execution. Moreover,
the output mS is identically distributed in both worlds. Therefore,
the joint distribution of the adversary’s view is identical in the real
and ideal executions.

Corrupted receiver. Since the protocol execution is symmet-
ric, the security of the corrupted receiver follows similarly. This
completes the proof.

O

G.10 Proof of Lemma 3.1

Proor. By definition 3.1 of [10], let {b;} je[,) = PxTrie(q—4,q+
§). Then:

[g—8.9+0d] = U Interval(b;)

jelul
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and for any b € {b;} je[1, if a binary string b’ is a prefix of b, then:
Interval(b’) € [q— 8,9 + 6]

Therefore, for any b;, we have Interval(b;) C [q—8,q + &]. Let
k; be the number of wildcards in b;. Since the length of the interval
[Interval(b;)| = 2K/ cannot exceed the total length of the range
28 +1, it holds that 2K/ < 28 + 1, which implies k; < |log, (25 +1)].

Case 1: w € [q — ,q + J]. First, we show existence. Since
w € [q—6, q+3], the completeness property of definition 3.1 of [10]
ensures there exists an index j* € [p] such that w € Interval(bj+).
By the definition of Interval(-), b;+ must be a prefix of w. As derived
above, the wildcard count of b« satisfies kj« < |log,(26 + 1) |. By
the definition of PxPath(w, §) provided in section 3.4, b+ is a valid
prefix on the path of root-to-w within this wildcard bound. Thus,
bj« € PxPath(w, ) N PxTrie(q — 8, q + §), and the intersection is
non-empty.

Next, we show uniqueness by contradiction. Suppose there exist
two distinct nodes x, y in the intersection. Since x, y € PxPath(w, §),
both are prefixes of w, implying one must be a prefix of the other.
However, definition 3.1 of [10] states that for any b € PxTrie, its
proper prefixes b’ must satisfy Interval(b’) € [q — 8, q + &]. This
prefix-free property ensures that no node in PxTrie can be a prefix
of another, contradicting the existence of both x and y. Thus, the
intersection size is exactly 1.

Case 2: w ¢ [q — §,q + §]. We show the intersection is empty
by contradiction. Suppose there exists some b; € PxPath(w,d) N
PxTrie(q — 8, q + ). The membership b; € PxPath(w,§) implies
b; is a prefix of w, so w € Interval(;). The membership b; €
PxTrie(q—9, g+9) implies Interval(b;) € [q—0, g+5] per definition
3.1 of [10]. It follows that w € [g — J, g + §], which contradicts the
assumption. Hence, the intersection must be empty.

Combining the above two cases completes the proof.

Functionality %ﬁ:onSel

Parameters: Sender S and Receiver R. Condition function f(-, -)
where f can be an equality or a comparison function. Input size p
Functionality:
(1) Wait for input {(ef, rf), s (ef,rﬁ)} from S and
{(ef, rlﬂ), cee, (er,rff)} from R, where there exists at
most one (ef, e?) with f(e;.s,e?) =1
(2) Compute b; ::f(e;.s,e?z) foralli € [pu].
(3) Ifexist b; = 1, generate two random shares such that z5 + z% =
S R
o
Otherwise, generate two random shares (25, z%).
(4) Output 25 to S and z% to R.

Figure 19: Functionality of Extended Conditional Selection.

H Additional Protocols under Unique Cell
Assumptions
H.1 Sender-sided Setting

The protocol for L, distances under sender-sided unique cell as-
sumption is given in Figure 21. The proof is given in Appendix G.3.

Xinpeng Yang et al.

Eq.pu
Protocol HExtConSeI

Parameters: Ideal functionality Fmux and Fsspeqr-
Input: S inputs {(e;s, r;.s)},-g[l,] and R inputs {(e;R, r?)},—e[#].
Protocol:

(1) S and R invoke Fepeqr, where S inputs {e;s},-g[”] and R
inputs {ef},—e[y]. S receives {bf}ie[ﬂ] € {0,1}#, and R re-
ceives {b;’e}ie[‘u] € {0,1}H.

(2) S and R invoke Fmux, where S inputs {(bf, r;s)}ig[u] and R
inputs {(b;R, r;R)},-e[,,]. S receives {t;.g}ig[u] and R receives

{tF biet-
(3) S computes ¢S5 := Yiclul t;s and R computes X := Yielu] t;.R
(4) S computes bS = @ie[ﬂ] b;g and R computes bR :=
@ie[p] b?'

(5) S randomly samples S and R randomly samples r%.

(6) S and R invoke Fmyux, where S inputs (1 — b, rS) and R
inputs (bR, rR). S receives mS and R receives m”*.

(7) S outputs z5 = mS + 5 and R outputs 28 = m® + R,

Figure 20: Protocol of Extended Equality-conditional Selec-
tion.

H.2 Receiver-sided Setting

The protocol for L, distances under the receiver-sided unique cell
assumption is given in Figure 22. The proof'is given in Appendix G.5.

I Additional Prefix-optimized Protocols
I.1 Sender-sided Setting

The prefix-optimized protocol under the sender-sided unique cell
assumption for L, distances is given in Figure 23. The protocol
for L, distances can be optimized analogously, and we omit the
details for brevity. The core idea follows Section 4.4. Here, we ex-
tend (Fcfog se) to @ more general functionality ﬁfx ]tlé:onSe] that handles

e . . f.u .
additional inputs. Specifically, . . | takes as input a set of tu-
ples, each consisting of a condition and an associated value to be

randomized, and randomizes each value depending on whether its

condition is satisfied. ‘FC];: <o) Can be viewed as a special case where

the condition itself serves as the value. The ideal functionality of

7-'Efx 1I1Con5el is given in Figl;re 19, and its instantiation, which follows
M

the same structure as '7:(:0n5el’

; : fip
We note that when invoking F; 7 «.s

tionally invoke EqRand, as the output shares viRZ and U;SZ are already
re-randomized for non-matching points w;.

is presented in Figure 20.

there is no need to addi-

I.2 Receiver-sided Setting

The prefix-optimized protocol under the receiver-sided unique cell
assumption for L, distances is given in Figure 26. Since each prefix
covers a range of points rather than a single value, the receiver
cannot program the exact p-th power distance [¢|? as in the L
construction. We therefore adopt the approach of [10], where the
receiver programs the distance from w; to the endpoint of the
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Lp
Protocol I,

Parameters: Sender S and receiver R with input sizes m and n.
Threshold 8. Bit length A’ = A+d+logmn, £ = A+d+logm+plog$,
and u = log|U].
Input: S inputs Q = {q}jc(m] € U™ and R inputs W =
{witie[n) € UM,
Protocol:

(1) For j € [m], S computes CJ‘.S = cells(qj). Fori € [n], R

computes {sz}ze[zd] = neigh,s(w;).

(2) S sets List = {(cfnknqj,k +1, |t|P||sj,k)}j€[m] el Lo

and computes s; = Y xc[q]5;k Where s; & Fox.

(3) R and S invoke functionality Fs.-opprr Where S in-
puts List and R inputs {sz”k”Wi»k}ie[n],ke[d],ze[zd]'
R receives {efk,z||r§k,z}i€[n],ks[d],zG[Zd] and S receives

S S
(e 173k 2 e n) ke ), ze(2d) a0d OF.
(4) Fori € [n],k € [d],z € [29], S and R invoke Fgoa, where S

inputs efk’z and R inputs efk’z. S receives dfk’z and R receives

dar .

ik,z

(5) Fori € [n],z € [2¢], R computes d??z = Zkeldld;'},{k,z and
r;.’?z = Ykeld] rfk’z, and S computes dfz = Zke[d]dfk’z and
rie = Zkeld) iz

(6) Fori € [n],z € [29], R and S invoke chg:‘iand where R
inputs (dfz, rZ{z) and § inputs (d;?z, rfz). R receives ofz and
S receives vfz.

(7) Fori € [n],z € [29], S sends ofz and R reconstructs v;; =

PR A

(8) S computes X = {Hpr4q,(sj) ® (ON lg;)}je[m) and sends
shuffled X to R.

(9) R sets I = 0 and parses X as {Xj}je[m]. For j € [m],i €

[n],z € [Zd],ifH,erdu(ui,z)e)xj =0V llg, update I = TU{q}.

[

Figure 21: Protocol of fuzzy PSI for L, distance under sender-
sided unique cell assumption.

interval covered by its prefix. The sender then evaluates the so-
OPPREF to obtain shares of this distance and computes the total
distance via MPC multiplication and addition.

Specifically, let {w;xn }ne[y] and {Gjn}he[y) denote the pre-
fixes of w; and gq; k, respectively, with upper endpoints w* and
q". The receiver programs |w; — w*| via the so-OPPRF, and the
sender evaluates at §; i . In addition, the sender knows g and
q* locally, therefore it can compute |¢* — q; x| directly. If §;
matches some w; g v, then ¢* = w*, and the distance decomposes
as Wik — gkl = Wi — w*| + |q* — g k|. Since |w; — w*| is secret-
shared between the two parties and |¢" — g;«| is known to the
sender, the p-th power can be expanded via the binomial theorem:

P

p _

ik = a3al” = 3 (i =11 = gl
c
c=0

This decomposition holds when g < w;x; the symmetric case
qjk > wik is handled using the lower endpoint instead. To cover
both cases, we split [w;x — §, wix + ] into [w;r — &, w;x] and

Lp
Protocol IT ¢,

Parameters: Sender S and receiver R with input sizes m and n.
Threshold 8. Bit length £ = A + d + logm + plogd.
Input: S inputs Q = {q;}je(m] € U™ and R inputs W =
{witie[n) € U
Protocol:
(1) For i € [n], R computes C;R = cellys(w;). For j € [m], S
computes {sz}zelzd] = neigh,5(q;).
(2) Rsets List = {(CRI|kllwik + £, |£P) }ic[n) ke[d) re[-5.6]
(3) R and S invoke functionality Fs.-opprr Where R inputs
List and S inputs {sz”k”qj:k}je[m],ke[d],ze[zd]' R re-

: R
ceives {ej,k,z

}jelm],ke[dj,zelzdj and OF and S receives
S
€k} jetmlkeldl.ze24]-

(4) For j € [m],k € [d],z € [29], R and S invoke functionality
Fs2a, where R inputs e;/.?k’z and S inputs eﬁk’z. R receives
d(’.zk and S receives d‘.gk .

Jk.z Jk.z

(5) For j € [m],z € [2¢], R computes rfz = Zke[d]d;sk,z and S
computes rfz = Zkeldldkaz-

(6) For j € [m],z € [2?], R and S invoke functionality Tl(z‘fewal
where R inputs rfz and § inputs rfz. Rreceives b, = l{rj’z+

S
rie < 6P},

(7) For j € [m], R computes b; = \/zE[Zd]bLz'

(8) For j € [m], R and S invoke functionality For where R inputs
b; and S inputs (L, g;). R receives u;.

(9) Routputs I ={u; | b;j =1for j € [m]}.

Figure 22: Protocol of fuzzy PSI for L, distance under receiver-
sided unique cell assumption.

[wir + 1, wi + 6], applying the upper endpoint to the left sub-
interval and the lower endpoint to the right. We use o € {0, 1}
to index the two sub-intervals. The two cases are illustrated in
Figure 24, and the detailed sub-protocol for computing the distance
is given in Figure 25.

J Additional Protocols under Unique Block
Assumptions

The protocol under the receiver-sided unique block assumption for
L, distances is given in Figure 27. The key difference from the L,
construction is that the receiver programs the p-th power of the
per-dimension distance rather than 0, and invokes fgferval to test
whether the aggregated distance falls within the threshold 6?. The
prefix-optimized variant follows the approach of Section 4.4, and
the detailed protocol is given in Figure 28.

The construction for general L, distances follows the same idea
as in Appendix 1.2, with the prefix-optimized protocol given in
Figure 29. The protocols under the sender-sided unique block as-
sumption follow analogously, and we omit the details for brevity.
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matched prefix interval
qj.k.h = Wikhn'
A

~

9k g =w Wik

A

lq" — qjkl
fmmm e - >

Wik — gkl
(a) Left sub-interval: g < w;k, upper endpoint g* = w".

matched prefix interval
qj.kh = Wikh'

A
\
7
Wi k q* = w* qjk
y) \e \
?7<
[w" — Wikl lqjk —q"
e S

1qjx — Wikl

(b) Right sub-interval: g x > w;, lower endpoint g* = w".

Figure 24: An example to compute the distances with prefix
trie techniques

P
Protocol ngtDist

Parameters: S inputs (sS, q.G.0) € FxUxUx{0,1}. R inputs
ReFR Functionality Fpyie. ¢ = logd + 1.
Protocol:
(1) S computes e := |q — g*| where ¢ = UpBound(q) if o =0
and ¢* = LowBound(§) otherwise.

2 Ifp=1
o S computes d° := s5 + e and R computes d® := sX.
(3) Ifp=2

o S computes yS = s + e and R sets yX = sR.

e Sand R invoke Fp,; where S inputs y5 and R inputs y*.
S receives mS and R receives mX.
o S computes d5 := yS - 45 + 2- mS and R computes dX =
yR-yR+2.-mR where dS+d® = (yS+y®)? = (sS+e+s%)2.
(4) S outputs d° and R outputs d¥.

Figure 25: Protocol for computing distance for p = 1and p = 2.
The protocol can be extended to arbitrary p.

Xinpeng Yang et al.

Loo
Protocol I 53, o,

Parameters: Sender S and receiver R with input sizes m and n.
Threshold 8. Bit length A’ = A + d + log mn, £ = A + d + log mn and
u =log|U]|.

Input: S inputs O = {g;}jem) € U™ and R inputs W =
{witic[n) € U™

Protocol:

(1) For j € [m], S computes C}S = cellys(gj). Fori € [n], R
computes {C?z}ze[zdj = neigh, s (w;).

(2) S encodes List = {(C}'S”kHQj,k,haOlllsj,k)}je[m],ke[dj,he[yj

$ - .
where s < Fox and {G; xn }he[p] = PxTrie(q; =6, q;x+9).

(3) R computes query = {C,??z”k”ﬁ’i,k,h}ie[n],ke[d],ze[zd],hE[,u]
where {Wj k4 thep) = PxPath(wig, 8)

(490 R and S invoke functionality Fo-opprF Where
S inputs List and R inputs query. R receives

R R :
(e onTikonicnlkeldlzel2d ey 20d S receives
S S
(e on 1Tk znticinlkeld),ze 24 e ]

(5) For i € [n],k € [d],z € [29], R and S invoke
7:lEE>?t’gonSel where R inputs {(efk,z,h’ r?fk,z,h)}he[ﬂ] and S in-
puts {(—efk b r;.sk 1) Yhelp]- R receives H;sz and S receives

S
i d R R

(6) Fori € [n],z € [29], R computes o, = ZkEIdJUi,k,z' S
computes vfz = Ykeld] vfk,z'

(7) Fori € [n],z € [29], S sends vfz and R reconstructs v;; =

S R
vi,z + vi,z'

(8) For j € [m], S computes s; = Zke[d],sj,k-

(9) S computes X = {Hy +qu(s;) © (0 [|q;)}je[m] and sends
shuffled X to R.

(10) R sets I = 0 and parses X as {X;}jec[m]. For j € [m],i €
[n],z € [Zd],ifH;Lu,du(vi,z)@xj = 0" ||q, update I = TU{q}.

Figure 23: Protocol of prefix-optimized fuzzy PSI for L., dis-
tance under sender-sided unique cell assumption.

K Additional Experimental Results

K.1 Performance of our protocols for L,
distances under unique cell assumption

We present the results of our protocols for L, distances under the

receiver-sided unique cell assumption in Table 4. As no existing

work supports L,, distances under this assumption, we omit a direct
comparison.

K.2 Performance of our protocols under the
sender-sided unique cell assumption

We present the results of our protocols for L, L1, and L, distances

under the sender-sided unique cell assumption in Table 5. As no

existing work operates under this assumption, we omit a direct
comparison.
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L
P
Protocol I, o

Parameters: Sender S and receiver R with input sizes m and n. Threshold 8. Bit length ¢ = A+ d +logm + plogd. p =1 +log§
Input: S inputs Q = {q;}jc[m)] € U4*m and R inputs W = {w; }ic[n] € udxn,
Protocol:
(1) Fori € [n], R computes C;R = cells(w;). For j € [m], S computes {sz}zelzdl = neigh,s(q;).
(2) R sets List = {(CRIk||lol| Wik no |W — Wik]) icinlkeldlheluloelol] Where {Wiknothe[u) = PxTrie(wyx — 8, wix) and {Wijen1}ne[u) =
PxTrie(w;k + 1, Wik + &) and w* = UpBound (Ws ; k) if 0 = 0 otherwise w* = LowBound (Wy i kn)-
(3) S computes query = {cfz||k||o||q,-,k,h }icimlkeldlze (24 heluloelol] Where {Gjxntne[u) = PxPath(g;k, 6/2).
(4) R and S invoke functionality Fso-opprr Where R inputs List and S inputs query. R receives {e;lfk,z,h,a}je[m],ke[d],ze[zd],he[p],(re[o,l] and S

receives {e}g,k,z,h,c}je[m],ke[d],ze[Zd],he[p],o-e [0.1]-

(5) For j € [m],k € [d],z € [2¢],h € [u],o € [0,1], R and S invoke functionality Fgza, where R inputs e;l'z,k,z,h,a and S inputs e}'s,k,z,h,o' R
receives S?,k,z,h,o’ and S receives S}S,k,z,h,g'

(6) For j € [m],k € [d],z € [2¢],h € [u], o € [0,1], R and S invoke ngtDist where R inputs Sj'z,k,z,h,o' and S inputs (S}S,k,z,h,cr’ qjk:qjkhn0). R
receives O?,k,z,h,a and S receives vf,k,z,h,o"

(7) For j € [ml,k € [dl,z € [29], R and S invoke functionality TCC:;F;:I” where R inputs {Ufk,l,h,d}hg[ﬂ]’ae[o’l] and S inputs

S : R S
{Uj,k,z,h,o' Yheluloelon]- R receives dj,k,z and dj,k,z'

(8) For j € [m],z € [2¢], R computes rfz = Zke[d]djfk,z and S computes rfz = Zke[d]dfk,z-
(9) For j € [m],z € [2¢], R and S invoke functionality ﬁiferval where R inputs rfz and S inputs rfz. R receives bj , = l{rfZ + rfz < 6P}
(10) For j € [m], R computes b; = \/ZE[Zdejrz'
(11) For j € [m], R and S invoke functionality For where R inputs b; and S inputs (L, ;). R receives u;.
(12) Routputs I = {u; | b; =1for j € [m]}.

Figure 26: Protocol of prefix-optimized fuzzy PSI for L, distance under receiver-sided unique cell assumption.

L
P
Protocol I,

Parameters: Distance threshold 8. Bit length £ = A + logm + plog .
Input: Sinputs Q = {q;}je[m] € U™ and R inputs W = {Witie[n) € udxn,
Protocol:
(1) Fori € [n], R computes {sz}zs[zd] = neigh,s(w;). For j € [m], S computes C]‘.9 =cellzs(q;).
(2) R sets List:{(CZzzllkllw,-,k + t’ltlp)}ie[n],ke[d],ze[zdj,te[-5,5]
(3) R and S invoke functionality F5,-opprr Where R inputs List and S inputs {C}S lkllgjk}jerm)kela) R receives {ej.?k }jelml.ke[q) and S receives
{e}gk }ielmlkeld]-
4) For j € [m],k € , S and R invoke functionality #gya, where S inputs e, and R inputs e”*, . S receives s, and R receives s’ .
(4) F [m],k € [d], S and R invoke functionality 75 here S inp fk d R inp fks i fk d R recei fk
(5) For j € [m], R computes r;e = Zke[d]sfk and S computes r}.s = Zke[d]sik
6) For j € [m], R an invoke functionalit where R inputs ;' an inputs rS. R receives b; = 1{r’* +r? < .
(6) F [m], R and S invoke functionality 73,  where R inputs r’¥ and S inputs r5’. R receives b; = 1{r +r$ < 5#}
7) For j € [m], R an invoke functionality ot where R inputs b; an inputs (L, q;). R receives u;.
(7) F [m], R and S invoke functionality For where R i bjand Si (L,g95). R i 5
(8) Routputs I ={u; | bj =1for j € [m]}.

Figure 27: Protocol of fuzzy PSI for L, distance under receiver-sided unique block assumption.
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Protocol HFPS[ Py

Parameters: Distance threshold 8. Bit length y =log § + 2 and ¢ = A + log(mdp)
Input: Sinputs Q = {q;}je[m] € U™ and R inputs W = {Witie[n) € ydxn,
Protocol:
(1) Fori € [n], R computes {sz}zs[zd] = neigh,s (w;). S shuffles Q and computes Cj‘.g = cellys(q;) for j € [m].
(2) R sets List = {(C?z”k”‘Z’i,k.h’0[)}ie[nj,ze[zdj,ke[d],he[y] where { Wi kn the(p) = PxTrie(wix — 8, wik + )
(3) S computes {Cfllkllq]',k,h }jelmlkeld)helu] Where {qjknthe(u) = PxPath(q;k, 5)
(4) R and S invoke functionality Fso-opprr Where R inputs List and S inputs {C}.S 1kl Gk} jeim)keldlheul- R receives {ejfk’h }ielmlkeldlhelu]
and S receives {eskh}j€ [mlkeldlhelu]-
(5) For j € [m],k € [d], R and S invoke functionality FEaH

ConSel
receives rS
jk

where R inputs {e kh}he[lﬂ and 8 inputs {—e kh}’le[lﬂ R receives r . and S

(6) For j € [m], R computes r Zke[d]r . S computes r Zke[d]

(7) For j € [m], Rand S 1nvoke functlonahty Feq where R inputs R and S inputs —rj R receives b; = l{r = —r}.s}.
(8) For j € [m], R and S invoke functionality For where R inputs b; and S inputs (L, q;). R receives u;.

(9) R outputs {u; | b;j =1for j € [m]}.

Figure 28: Protocol of prefix-optimized fuzzy PSI for L., distance under receiver-sided unique block assumption.

Protocol HFPSI Px

Parameters: Distance threshold 8. Bit length £ = A + logm + plogé.
Input: Sinputs Q = {q;}je[m)] € U™ and R inputs W = {Witie[n] € udxn,

Protocol:
(1) For i € [n], R computes {C }ZE[Zd = neigh, s (w;). S shuffles Q and computes C}g =cellys(q;) for j € [m].
(2) R sets List = {(szz”kllo-nwt,k,h,o" [w* — Wivkl)}iE[n],ze[Zd],ke[d],he[y],o—e[o,l] where {ﬁ’i,k,h,o}he[y] = PXTrie(Wi,k - 6, wik) and

{Wiknithelu) = PxTrie(wik + 1, wix +8) and w* = UpBound (Wi n,5) if o = 0 otherwise w* = LowBound (W;kp.5)-
(3) S computes {C}S“kllo—”‘jj,k,h}je[m],ke[d],he[u],ae[o,l] where {Gjkn}the[y) = PxPath(qjk,5/2).
(4) R and S invoke functionality Fso-opprr Where R inputs List and S inputs {C]ﬁgllkllallqj,k,h }jelmlkeldlheluloclo]- R receives

{0 o ticimlkeldlneluloefon) and S receives {07, }je(m)ked) heluloelo]-
(5) For j € [m],k € [d],h € [u],0 € [0,1], S and R invoke functionality Fgya, where R inputs ojfk ho and S inputs oS ko R receives s?,k,h

o

and S receives kaho"
(6) For j € [m],k € [d],h € [u],o € [0,1], S and R invoke IIZ

R
dj,k,h,a and S receives d$ o

(7) For j € [m],k € [d], R and S invoke functionality TC pr where R inputs {d kho_}hg[l_l] oelo,1] and S inputs {d kho_}hg[l_l] oefo1]- R

receives rRk and S receives r;gk

getDist’ where R inputs S;R,k,h,c and S inputs (s}s,k,h,a’ GjkGjihs ). R receives

(8) For j € [m], R computes r Zke[d]r and S computes r Zkg[d]

) 1

(9) For j € [m], Sand R 1nv0ke functlonahty ﬁtma[, where R inputs rj and S inputs 5. R receives b; l(r + r < 87).
(10) For j € [m], R and S invoke functionality For, where R inputs b; and S inputs (L, g;). R receives OT outputs u]
)

(11) R outputs {u; | b; =1for j € [m]}.

Figure 29: Protocol of prefix-optimized fuzzy PSI for L, distance under receiver-sided unique block assumption.
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Table 4: The communication (MB) and running time (s) of our protocols for L, distance under the receiver-sided unique cell
assumption.

Size  Dim. Metric 6=32 6 =064 5 =128 6 =256 6 =512
m=n d Comm Time Comm Time Comm Time Comm Time Comm Time
9 Ly 3.52 0.23 4.23 0.28 5.62 0.28 8.36 0.32 13.83 0.53
L, 3.66 0.27 441 0.30 5.82 0.28 8.94 0.44 14.39 0.58
28 4 Ly 14.24 0.63 15.63 0.65 18.39 0.70 23.96 0.84 34.95 0.91
L, 14.68 0.58 16.53 0.64 19.32 0.78 25.00 0.90 36.12 1.20
6 Ly 69.90 2.31 72.43 2.36 77.01 2.62 85.66 2.61 102.53 2.82
L, 72.38 2.37 75.42 2.46 80.48 2.58 89.64 2.70 107.01 3.61
9 Ly 36.73 1.26 48.10 1.40 70.37 1.86 114.44 2.73 202.10 4.24
L, 39.21 1.26 51.09 1.50 73.84 1.95 118.41 3.02 206.58 5.17
912 4 Ly 204.80 6.43 228.55 6.67 274.09 7.31 363.26 9.08 539.68 12.76
L, 214.72 6.10 240.46 6.71 287.97 7.72 380.23 10.46 558.78 16.17

L 1098.49  32.75 1139.36  33.70 1212.97  32.79 1352.21 38.21 1622.54 42.32

6 Ly 1139.51 35.11 1188.59  36.70 127034 37.35 1417.80  40.73 1696.37 54.99

9 L, 567.83 14.77 750.43 19.13 1107.61 26.11 1814.41 40.05  3220.26 70.40

L, 608.85 17.04 799.66 19.92 1164.98  27.85 1879.99  48.77  3294.09 79.57

916 4 Ly 3261.14 112,59 3642.86 113.98 4374.04 120.13 5804.69 156.48 8634.00 211.10
L, 342532 100.17  3839.89 112.74 4603.68 129.88 6084.17 167.54 8948.50  283.50

6 L 17578.29 622.81 18237.60 655.66 19421.77 606.16 21658.27 688.11 25996.49  799.07

Ly 18255.49 621.42 19050.23 627.93 20368.92 628.95 22740.88 749.81 27215.29 1119.00

Table 5: The communication (MB) and running time (s) of our protocols under the sender-sided unique cell assumption.

Size  Dim. Metric 5=32 6 =64 6 =128 6 =256 6 =512
m=n d Comm Time Comm Time Comm Time Comm Time Comm Time
Loo 2.34 0.26 3.02 0.25 4.38 0.34 7.10 0.41 12.53 0.49
2 Ly 3.20 0.37 3.89 0.37 5.24 0.40 7.96 0.55 13.40 0.64
L, 3.20 0.34 3.89 0.39 5.24 0.46 7.96 0.55 13.40 0.67
Leo 8.54 0.55 9.89 0.51 12.61 0.64 18.05 0.73 28.93 0.94
28 4 Ly 13.67 0.84 15.03 0.88 17.74 0.87 23.18 0.99 34.06 1.16
L, 13.67 0.68 15.03 0.84 17.74 0.90 23.18 0.96 34.06 1.17
Loo 40.03 1.83 42.07 1.80 46.15 1.98 54.30 2.24 70.67 2.30
6 Ly 68.85 2.68 70.90 2.41 74.98 2.78 83.12 2.95 99.49 2.95
L, 68.85 2.70 70.90 2.76 74.98 2.76 83.12 2.87 99.49 3.22
Lo 25.33 1.11 36.21 1.29 57.98 1.77 101.55 2.52 188.72 4.19
2 Ly 35.65 1.60 46.53 1.72 68.30 2.19 111.86 3.03 199.04 451
L, 35.65 1.58 46.53 1.76 68.30 2.24 111.86 3.11 199.04 4.58
Lo 124.07 4.88 145.84 5.25 189.41 5.86 276.58 7.20 451.02 10.36
212 4 Ly 201.03 7.34 222.80 7.74 266.36 8.72 353.54 10.18 527.98 14.20
L, 201.03 7.40 222.80 7.98 266.36 8.57 353.54 10.20 527.98 13.40
Lo 628.55 23.78 661.26 23.91 726.72 24.79 857.69 28.92 1119.79 32.37
6 Ly 1082.43 3890 1115.14  40.96 1180.59  40.51 1311.57  45.02 1573.67 49.11

L, 1082.43  40.07 1115.14  40.82 1180.59  41.64  1311.57 44.12 1573.67 52.33
Lo 393.99 18.72 568.43 21.57 917.44 28.09 161598  41.79  3013.60 69.55

2 Ly 551.86 25.32 726.30 31.87 1075.31 35.44 1773.85  47.82  3171.47 75.53

L, 551.86 25.20 726.30 28.25 1075.31 35.62 1773.85 53.31 3171.47 90.51

Lo 1976.03  93.68 2325.08  98.78 3023.61 113.03  4421.18 139.09 7217.55 192.08

216 4 L, 3196.50  169.05 3545.55 145.08 4244.08 163.49 5641.65 196.81 8438.03 249.97

L, 3196.50 148.73 354555 162.31 4244.08 156.41 5641.65 190.25 8438.03 260.12
Lo 10056.07 492.81 10580.55 505.97 11630.04 522.84 13730.14 600.87 17932.58  669.67
6 L, 17297.40 875.75 17821.89 837.55 18871.38 832.43 20971.48 963.54 25173.92 1027.60
L, 17297.40 870.23 17821.89 835.03 18871.38 808.55 20971.48 987.70 25173.92 1015.14
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